
ANSPRO TECHNOLOGIES 

#7, 100 FT MAIN ROAD, VYSYA BANK COLONY, NEAR JAYADEVA HOSPITAL, BTM 2nd SATGE 
BANGALORE-560076, Karnataka. Mob: 8095286693 / 9886832434 

                                                                 Email:info@ansprotech.com   
                                                                        www.ansprotech.com                                      

IEEE 2020-21 ANDROID  

CODE TITLE AND ABSTRACT 

21ANSP_AD01 A Secure Screen and App Lock System for Android Smart 

Phones Using Face Recognition 

 
Mobile operating systems pervade our modern lives as we interact with 

these almost every day. Security and privacy are of particular concern 

on these systems, as they have access to a wide range of sensitive 

resources and can access private data. While just using the Settings app 

on iOS smart phones you can both secure the access to the screen and 

installed apps, in Android smart phones you can only lock the screen. 

For locking the apps, you must download a special application from a 

third-party store like Google Play. The objective of this paper is to 

emphasize the importance of having only one application which secures 

access to both the screen and the apps on Android operating systems 

using facial recognition. We created an application that can restrict the 

access to the installed apps in the system, control them remotely through 

a web platform and lock the screen. All of these ensure complete 

security, beginning from the screen, the main gateway that offers access 

to the phone, to the installed applications that may contain important 

information. Thus, using a single application, users can secure the entire 

phone without needing to use the phone settings. 

21ANSP_AD02 Driver Drowsiness Detection Model Using Convolutional 

Neural Networks Techniques for Android Application 

 
A sleepy driver is arguably much more dangerous on the road than the 

one who is speeding as he is a victim of microsleeps. Automotive 

researchers and manufacturers are trying to curb this problem with 

several technological solutions that will avert such a crisis. This article 

focuses on the detection of such micro sleep and drowsiness using 

neural network based methodologies. Our previous work in this field 
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involved using machine learning with multi-layer perceptron to detect 

the same. In this paper, accuracy was increased by utilizing facial 

landmarks which are detected by the camera and that is passed to a 

Convolutional Neural Network (CNN) to classify drowsiness. The 

achievement with this work is the capability to provide a lightweight 

alternative to heavier classification models with more than 88% for the 

category without glasses, more than 85% for the category night without 

glasses. On average, more than 83% of accuracy was achieved in all 

categories. Moreover, as for model size, complexity and storage, there 

is a marked reduction in the new proposed model in comparison to the 

benchmark model where the maximum size is 75 KB. The proposed 

CNN based model can be used to build a real-time driver drowsiness 

detection system for embedded systems and Android devices with high 

accuracy and ease of use. 
21ANSP_AD03 PASPORT: A Secure and Private Location 

Proof Generation and Verification Framework 

 
Recently, there has been a rapid growth in location based systems and 

applications in which users submit their location information to service 

providers in order to gain access to a service, resource, or reward. We 

have seen that in these applications, dishonest users have an incentive 

to cheat on their location. Unfortunately, no effective protection 

mechanism has been adopted by service providers against these fake 

location submissions. This is a critical issue that causes severe 

consequences for these applications. Motivated by this, we propose the 

Privacy-Aware and Secure Proof Of proximity (PASPORT) scheme in 

this article to address the problem. Using PASPORT, users submit a 

location proof (LP) to service providers to prove that their submitted 

location is true. PASPORT has a decentralized architecture designed for 

ad hoc scenarios in which mobile users can act as witnesses and generate 

LPs for each other. It provides user privacy protection as well as security 

properties, such as unforgeability and no transferability of LPs. 

Furthermore, the PASPORT scheme is resilient to prover–prover 

collusions and significantly reduces the success probability of Prover–

Witness collusion attacks. To further make the proximity checking 

process private, we propose P-TREAD, a privacy-aware distance 

bounding protocol and integrate it into PASPORT. To validate our 

model, we implement a prototype of the proposed scheme on the 

Android platform. Extensive experiments indicate that the proposed 

method can efficiently protect location-based applications against fake 

submissions. 



ANSPRO TECHNOLOGIES 

#7, 100 FT MAIN ROAD, VYSYA BANK COLONY, NEAR JAYADEVA HOSPITAL, BTM 2nd SATGE 
BANGALORE-560076, Karnataka. Mob: 8095286693 / 9886832434 

                                                                 Email:info@ansprotech.com   
                                                                        www.ansprotech.com                                      

21ANSP_AD04 TruzCall: Secure VoIP Calling on Android using ARM 

TrustZone 
 

Use of mobile phones today has become pervasive throughout society. 

A common use of a phone involves calling another person using VoIP 

apps. However the OSes on mobile devices are prone to compromise 

creating a risk for users who want to have private conversations when 

calling someone. Mobile devices today provide a hardware-protected 

mode called trusted execution environment (TEE) to protect users from 

a compromised OS. In this paper we propose a design to allow a user to 

make a secure end-to-end protected VoIP call from a compromised 

mobile phone. We implemented our design, TruzCall using Android OS 

and TrustZone TEE running OP-TEE OS. We built a prototype using 

the TrustZone-enabled Hikey development board and tested our design 

using the open source VoIP app Linphone. Our testing utilizes a 

simulation based environment that allows a Hikey board to use a real 

phone for audio hardware. 
21ANSP_AD05 Reserve Parking and Authentication of Guest Using 

QR Code 
 

In the current world permeated by the use of technology, parking 

appears to be an issue that has not been given serious consideration. This 

paper developed and proposed an online digital parking application, 

with the help of Quick Response (QR) code for the reduction of 

workforce in parking areas. In Android technology, every compatible 

device can read QR codes and scan them to provide considerable 

information. The QR code is scanned by the system for the details of the 

user for authorized entrance. Following such scan, the user is allotted a 

parking space on the basis of availability, and upon leaving the allotted 

space, it will remain an empty slot to be allotted to the next user. This 

can mitigate human effort through the use of simple software and 

hardware, while ensuring authorization and safety to users 
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21ANSP_AD06 Design and Implementation of a Simple Online Court 

Case Management System Based on the Android 

Platform 

 
The main purpose of this research is to create a new application in 

Android Operating System for a complainant who cannot visit his/her 

lawyer regularly or unable to go out due to fear of his/her life. Thanks 

to this research, a new application was established to make a bridge 

between a complainant and his/her lawyer. Everything is done 

automatically after necessary data entered into the application. So, costs 

are reduced and wasting of the time is diminished. 

21ANSP_AD07 Android Based Object Detection System for 

Visually Impaired 
 

Vision is one of the most significant human senses among all the human 

senses present, and it assumes a crucial job in the understanding of the 

surrounding environment. Visually impaired people find it difficult to 

move around outdoors without any supervision. Hence, this paper is an 

attempt at developing an object detection system for people with 

diminished sight. In order to do this, it requires a few segments such as 

a camera, an application, and an audio device. We have designed and 

implemented an Android application that will use the phone’s camera 

to detect the objects around the visually impaired user. Moreover, the 

application will also inform the user about the direction of the object 

and the distance of the user from the object. The application will inform 

the visually impaired user about the name, direction, and distance of the 

object using an audio device such as headphones or the phone’s speaker. 

This system will assist the visually impaired people by informing them 

about the various objects around them and help them navigate around 

independently. Thus, our goal is to put forward a system of visual 

substitution which will help the visually impaired people in their day-

to-day life by informing them about the various objects around them 

using an object detection system. 
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21ANSP_AD08 Data Stream Media Compression and Transmission 

Framework for Intelligent Communication Equipment Based 

on Android System 
 

Data stream media compression and transmission framework for 

intelligent communication equipment based on the Android system is 

implemented in this paper. We analysed the transmission and error 

recovery strategies of MPEG streams based on RTP, established an 

experimental model, and analysed the role of the flap protocol in MPEG 

video stream transmission. The congestion control mechanism of core 

streaming media transmission is usually closed-loop control. The 

receiving end is responsible for congestion detection. If congestion 

occurs, it is fed back to the sending end. The sending end adjusts the 

sending speed according to the feedback. Because the network is 

dynamically changing, the route chosen by each packet may be 

different, so the time delay to reach the client will be different, even It 

is possible to send the first data packet later. Based on this characteristic, 

we enhance the Android to assist creating the robust and efficient 

system. The simulation has proven that the designed system has the 

better transmission efficiency. 
21ANSP_AD09 DemCure: A Technology-oriented solution for Assisting 

Caretakers and Dementia Patients with Mild Cognitive 

Impairment 

 
Technology-oriented solutions in every sector and service have 

transformed the lives of humans into more stable and safe environment. 

These solutions are further used to prevent, manage and diagnose 

various diseases. Our proposed system introduces technology-oriented 

solution for facilitating and assisting Dementia patients. Dementia 

results in anxiety and stress for patient in general and for family 

members in particular. Importantly, to help Dementia patients, this 

research work presents an android based smart phone application that 

will provide assistance in daily routine activities, medication dosage 

guidelines and pills reminders in order to assist patient in dosage taking. 

In addition, the system encompasses quiz games for reminiscing 

patient’s memory, monitoring and surveillance by caregivers in case of 

patient’s spatial disorientation from a particular place. The system also 

includes audio and video call feature to be used by patient whenever 

s/he is entrapped in any hazardous situation. This app, named as 

DemCure, will facilitate the independent life of patient as well as family 
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members and will also bridge the communication gap between patient 

and caregiver. 

 

21ANSP_AD10 E-Voting System In Smart Phone Using Mobile Application 
 

The development in the web technologies given growth to the new 

application that will make the voting process very easy and proficient. 

The E-voting helps in providing convenient, capture and count the votes 

in an election. This project provides the description about e-voting using 

an Android platform. The proposed e-voting system helps the user to 

cast the vote without visiting the polling booth. The application provides 

authentication measures in order to avoid fraud voters using the OTP. 

Once the voting process is finished the results will be available within a 

fraction of seconds. All the casted vote count is encrypted using 

AES256 algorithm and stored in the database in order to avoid any 

outbreaks and revelation of results by third person other than the 

administrator. 

 
21ANSP_AD11 Food Selling Platform For Local Entrepreneur using Android 

Application 
 

The rapid increase in wireless technology and mobile devices in present 

era is creating a great impact on our everyday life. Some of the recent 

efforts has been made to combine the best adaptable use of these both 

technologies for advancement in food industry. This research work 

focuses on how to give a platform for those entrepreneur who sell food 

from home without having much resources. Customer experience will 

be improved also, the food delivered is not just healthier but will also 

be lesser in price as well. 
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21ANSP_AD12 “Nutri-Mental” – An Android Application For Personal Health 

And Nutrition Management 
 

These days, people are getting more wellbeing cognizant and will, in 

general, keep a beware of the dietary addition from the stuffed 

sustenance things they use. The rising growth of Android in the field of 

Operating System's has brought many advancements and proficient 

things such as applications, games and many more but also it leads to 

many complexities such as Mobile Exploitation done through Kali 

Software. The rising growth of the Android in the field of Operating 

System's has brought many advancements and proficient things such as 

applications, games and many more but also it leads to many 

complexities such as Mobile Exploitation done through Kali Software. 

The growth of Applications is increasing day by day. In this paper, the 

android platform is looked at in much more detail and will understand 

the future scope of Android and will implement Text To Speech and 

Vice Versa. This paper proposes an innovative Fitness Tracking app 

using the Android platform. The app would help the users to maintain a 

healthier lifestyle and eat more nutritious food. The proposed app gives 

an insight into nutrition that a person should have by eating a properly 

balanced diet and will present an outline on further research and 

development of the application. 
21ANSP_AD13 Design and Implementation of an Overlay File System for 

Cloud-Assisted Mobile Apps 
 

With cloud assistance, mobile apps can offload their resource-

demanding computation tasks to the cloud. This leads to a scenario 

where computation tasks in the same program run concurrently on both 

the mobile device and the cloud. An important challenge is to ensure 

that the tasks are able to access and share the files on both the mobile 

and the cloud in a manner that is efficient, consistent, and transparent to 

locations. Existing distributed file systems and network file systems do 

not satisfy these requirements. Current systems for offloading tasks 

either do not support file access for offloaded tasks or do not offload 

tasks with file access. The paper addresses this issue by designing and 

implementing an application-level file system called Overlay File 

System (OFS). To improve efficiency, OFS maintains and buffers local 

copies of data sets on both the cloud and the mobile device. OFS ensures 

consistency and guarantees that all the reads get the latest data. It 

combines write-invalidate and write-update policies to effectively 

reduce the network traffic incurred by invalidating/updating stale data 
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copies and to reduce the execution delay when the latest data cannot be 

accessed locally. To guarantee location transparency, OFS creates a 

unified view of the data that is location independent and is accessible as 

local storage. We overcome the challenges caused by the special 

features of mobile systems on an application-level file system, like the 

lack of root privilege and state loss when application is killed due to the 

shortage of resource and implement an easy to deploy prototype of OFS. 

The paper tests the OFS prototype on Android OS with a real mobile 

app and real mobile user traces. Extensive experiments show that OFS 

can effectively support consistent file accesses from computation tasks, 

no matter whether they are on a mobile device or offloaded to the cloud. 

In addition, OFS reduce both file access latency and network traffic 

incurred by file accesses. 

21ANSP_AD14 Morse-Comm: Mobile Application Environment for Visually-

Impaired and Neuro-Muscular Disabled People Using Morse 

Code Conversion 
 

In a world where the next great invention is expected to appear on 

mobile phone screens, visually impaired people and people with Neuro-

Muscular disabilities have been left behind. This paper describes a new 

Android application, “Morse-Comm” that improves the mobile phone 

experience for the visually impaired people or people with Neuro-

Muscular disabilities who can barely speak by presenting a slate on 

which they can draw sequences of dots and dashes i.e. Morse code 

through “gestures” and use the application for intercommunication. The 

application is also used as Morse keyboard for writing documents on a 

personal computer. “Morse-Comm” provides better, more private and 

more efficient inter-communication mechanism for the blind as well as 

the people with Neuro-Muscular disorders. 
21ANSP_AD15 Using eBus Services Solution, Book Anywhere to Save Time 

 

Now a day’s people desire to travel from one city to another city in a 

convenient way, that save the time and according to their budget. 

Everyone wants to acquire the best solution within less effort. 

Traditionally, whenever people want to buy bus ticket they have to visit 

the bus terminal of different passenger carrier and for their turn in a long 

queue. There are also websites and apps of different passenger carrier 

for online ticket booking that are running separately people get confused 

to acquire the best one. Searching ticket from a different websites and 
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apps is time taken. For this argumentation a pro efficient eBus Services 

System (EBS) is to be proposed in this paper to overcome these issues 

faced by passengers during transport reservation inside the nation. The 

system provides web and android application based structure that allows 

the guest to check eBus accessibility, make reservation and pay charges 

through online payment gateway. Which is stylish now a days. EBS will 

help population to reserve tickets of journeys and it also allows 

passengers to compare estimate fares, services of different service 

providers. Development of system is based on agile software 

development approach and Unified Modelling Language (UML). The 

idea is to gather all conveyor & agent and their services on one platform. 

So, the tourist can easily appoint and lined up according to them decide 

on. This entity will also present the functionality of tracking the bus, 

you can track the bus if your agnate, relatives makes a journey. This 

paper proposed eBus Services system. eBus Services was developed by 

using Bootstrap, server side scripting by using PHP, MYSQL, JQuery 

and JavaScript to make client end responsive and user friendly and 

AJAX to reduce load from server. 
21ANSP_AD16 Case Study on an Android App for Inventory Management 

System with Sales Prediction for Local Shopkeepers in India 
 

The retail sector has widely adapted different inventory management 

applications and some retail chains even employ prediction software to 

analyze future sales. However, a lot of day-to-day shopping in India 

happens through local shops. The owners of such mom-and-pop shops 

do not necessarily have the capital to invest in proprietary applications 

for setting up an inventory management system. Needless to say that 

same is the case for any sales prediction software. As a result, many of 

the shopkeepers end up hoarding a lot of irrelevant and nonprofitable 

products that lead to financial losses. A very cost-effective and 

accessible solution for this problem is a mobile application that provides 

all the features of a point-of-sale system as well as gives future sales 

insights. It will enable shopkeepers to manage their current product 

purchases and invoicing. The predictive sales analysis will help them to 

modify their investments on products and supplies thereby ensuring 

maximum profits. If a shop houses relevant products that cater to 

customer needs, its customer reach will increase. The Economic Times 

published an article in the May of 2019, which stated that the number of 

smartphone users in India is expected to rise by 84% to 859 million by 

2022 from 468 million in 2017. It is safe to assume that a large 

population of shop owners will have smartphones in the following years. 

Hence, equipping the local shopkeepers with a mobile application will 
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prove instrumental since it will give them exposure to all the 

aforementioned benefits. 

21ANSP_AD17 Pic2Program - an Educational Android Application Teaching 

Computational Thinking 
 

Digital tools have become more essential in education and business 

areas these days and it is important to start in the early stages of 

education, e.g. already in the preschool stage. This paper describes the 

development and pilot testing of an Android based serious gaming App 

for mobile devices called Pic2Program. The App aims to teach children 

the basics of Computational Thinking (CT) in a playful way. The 

gameplay expects the young children to steer successfully their in-game 

character with the help of an intuitive symbol language through a set of 

increasingly complex mazes. The children may even draw sets of 

symbols by hand thus develop a basic program. Pic2Programs image 

recognition module will then process these symbols by first 

photographing them with an Android device and then using a neural 

network to map the photos to program instructions. The affectivity of 

Pic2Program on learning CT has been evaluated by a designed course 

for 9th graders. The results show that students find the App well-

structured and help them to understand the basics of programming. 
21ANSP_AD18 LibRoad: Rapid, Online, and Accurate Detection of TPLs on 

Android 
 

Third-party library (TPL) detection plays a very important role in 

Android malware analysis. The focus of recent works has been shifted 

to the signature-based approach. However, previous methods have 

several limitations such as high time complexity and low precision, 

especially with the presence of similar TPLs and various versions of a 

TPL. To solve these issues, we propose a rapid, online, and accurate 

TPL detection approach, named LibRoad, which also follows the line of 

the signature-based research. To reduce the time cost, our approach 

integrates an application pre-processing component and a pairwise 

package matching component. The former divides an application into 

primary modules and non-primary modules to enable us to focus on 

analysing packages in non-primary modules that are the most possibly 

imported from a TPL. The latter adopts a combination of the package 
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name based matching policy for non-obfuscated packages and the 

signature-based matching policy for obfuscated packages, where the 

package name based matching policy has a lower time complexity than 

the signature based one. Further, to improve performance, our approach 

integrates a perfectly matched package and TPL determination 

component, which adopts the package filter mechanism, online TPL 

detection, and local TPL discovery to identify TPLs with low false 

positive and false negative. We conduct several groups of experiments 

on real-world applications and two ground truth bases. Experimental 

results show that compared to state-of-the-art approaches, LibRoad can 

achieve a high recall of 99.86% and a low false positive rate of 11.48% 

without the loss of efficiency 

21ANSP_AD19 Active Project-Driven Learning Method for Taking 

the Teaching Reform of Android Programming 

 
In view of the characteristics of IoT engineering talents training, 

Android program design and teaching objectives, this paper proposes to 

use the active "project driven" teaching method in the teaching of 

Android programming, which helps to improve students' interest in 

learning, and focus on training and improving IoT students Android 

program development capabilities. Based on the Active Project-Driven 

Learning Method, the Android curriculum reform has fully mobilized 

the enthusiasm and initiative of students in practical teaching. Students 

can master the overall process of project design and accumulate 

valuable project experience in learning, which helps to create strong 

conditions for employment. Project grouping operations can also 

cultivate students’ awareness of teamwork and enhance their ability to 

communicate and collaboration. Teaching practice has proved that 

based on job-driven project-driven teaching. Android has achieved good 

teaching results with feasibility and promotion. A new idea has put 

forward for the teaching of Android programming course, which is the 

reference to the teaching of other practical courses of IOT engineering 

major. 
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21ANSP_AD20 AdCapsule: Practical Confinement of Advertisements in 

Android Applications 
 

Nowadays, app developers tend to integrate advertisement libraries (or 

ad libraries) into their apps to get revenue from ad networks. However, 

researches have shown that both ad libraries and ad contents could raise 

serious security and privacy concerns. In this paper, we propose 

AdCapsule, a user-level solution to practically confine advertisements, 

including ad libraries and ad contents. Our solution does not need to 

change the Android framework, nor requires the root privilege, thus can 

be readily deployed. Specifically, we propose the permission sandbox, 

which isolates the permissions used by ad libraries from the host app, 

and the file sandbox, which separates the file operations of 

advertisements. The ad library and ad content cannot read or write any 

file outside this sandbox. We have implemented a prototype of 

AdCapsule. Our evaluation results indicate that AdCapsule can 

successfully enforce security policies to block attempts of accessing 

private information or manipulating files of the host app, and the 

performance overhead introduced by AdCapsule is low. 
 


