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CODE TITLE AND ABSTRACT 

21ANSP_BL01 Crypto Terminal: A New Open Device For Securing Blockchain 

Wallets 

This poster introduces the Crypto Terminal, a new open device for 

securing blockchain wallets. This device includes a processor, a touch 

screen, a removable smartcard, and a Bluetooth Low Energy (BLE) 

module. Smartcard is the core security, it manages cryptographic 

procedures and keys. The terminal is bare metal, i.e. its firmware and 

the BLE firmware can be erased and uploaded at any time. The software 

integrity of the programmer that performs these operations is checked 

by an innovative integrity probe. A use case is illustrated with a 

smartphone. 

 

21ANSP_BL02 Right-of-Stake: Deterministic and Fair Blockchain Leader Election with 

Hidden Leader 

 

Mainstream applications typically require a trusted authority where 

application clients will connect to obtain a service. In the blockchain 

decentralized environment, this trusted authority or the leader changes 

frequently and is selected randomly depending on the protocol. Such 

procedures may take an unacceptable amount of time or resources to 

establish the leader causing overheads, latency or processing issues if 

mainstream applications are to adopt the blockchain. Focusing on these 

issues, we present Right-of-Stake (RoS), a novel approach in a 

synchronous blockchain network to deterministically elect a leader or 

block proposer out of a group of participants, each with different stakes. 

This procedure is completed in a guaranteed equitable manner while 

removing the need for Proofof-Work’s (PoW) aggressive-resource 

computations or Proof-ofStake’s (PoS) inter-node negotiations. 

Besides, through the use of zero-knowledge range proofs, RoS has a 

distinct advantage of being able to hide the identity of future leaders 

until the point when the leader surfaces to propose the block. We also 

simulate RoS and show that it can recover from Denial-of-Service 

attacks which have been a point of contention in arguments against 

deterministic leader election protocols. We view RoS as a possible 
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consensus replacement for blockchains that require an improved leader 

election process when deployed for mainstream applications 

21ANSP_BL03 Leveraging lightweight blockchain to establish data integrity for 

surveillance cameras 

 

The video footage produced by surveillance cameras is important 

evidence to support criminal investigations. Video evidence can be 

sourced from public (trusted) as well as private (untrusted) surveillance 

systems. This raises the issue of establishing integrity for information 

provided by the untrusted video sources. In this paper, we present a 

framework to ensure the data integrity of the stored videos, allowing 

authorities to validate whether video footage has not been tampered 

with. Our proposal uses a lightweight blockchain technology to store the 

video metadata as blockchain transactions to support the validation of 

video integrity. Our evaluations show that the overhead introduced by 

employing the blockchain to create the transactions introduces a minor 

latency of a few milliseconds. 

 
21ANSP_BL04 Customer Data Sharing Platform: A Blockchain Based Shopping Cart 

 

We propose a new free-ecommerce platform with blockchains that 

allows customers to connect to the seller directly, share personal data 

without losing control and ownership of it and apply it to the domain of 

shopping cart. Our new platform provides a solution to four important 

problems: private payment, ensuring privacy and user control, and 

incentives for sharing. It allows the trade to be open, transparent with 

immutable transactions that can be used for settling any disputes. The 

paper presents a case study of applying the framework for a shopping 

cart as one of the enterprise nodes of MultiChain which provides trading 

in ethers controlled by smart contracts and also collects users’ profile 

data and allows them to receive rewards for sharing their data with other 

business enterprises. It tracks who shared what, with whom, when, by 

what means and for what purposes in a verifiable fashion. The user data 

from the repository is converted into an open data format and shared via 

stream in the blockchain so that other nodes can efficiently process and 

use the data. The smart contract verifies and executes the agreed terms 

of use of the data and transfers digital tokens as a reward to the 

customer. The smart contract imposes double deposit collateral to 

ensure that all participants act honestly. 
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21ANSP_BL05 GDPR-Compliant Personal Data Management: A Blockchain-Based 

Solution 

 

The General Data Protection Regulation (GDPR) gives control of 

personal data back to the owners by appointing higher requirements and 

obligations on service providers who manage and process personal data. 

As the verification of GDPRcompliance, handled by a supervisory 

authority, is irregularly conducted; it is challenging to be certified that 

a service provider has been continuously adhering to the GDPR. 

Furthermore, it is beyond the data owner’s capability to perceive 

whether a service provider complies with the GDPR and effectively 

protects her personal data. This motivates us to envision a design 

concept for developing a GDPR-compliant personal data management 

platform leveraging the emerging blockchain and smart contract 

technologies. The goals of the platform are to provide decentralised 

mechanisms to both service providers and data owners for processing 

personal data; meanwhile, empower data provenance and transparency 

by leveraging advanced features of the blockchain technology. The 

platform enables data owners to impose data usage consent, ensures 

only designated parties can process personal data, and logs all data 

activities in an immutable distributed ledger using smart contract and 

cryptography techniques. By honestly participating in the platform, a 

service provider can be endorsed by the blockchain network that it is 

fully GDPR-compliant; otherwise, any violation is immutably recorded 

and is easily figured out by associated parties. We then demonstrate the 

feasibility and efficiency of the proposed design concept by developing 

a profile management platform implemented on top of the Hyperledger 

Fabric permissioned blockchain framework, following by valuable 

analysis and discussion. 
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21ANSP_BL06 ABCrowd: An Auction Mechanism on Blockchain for Spatial 

Crowdsourcing 

 

In this paper, a fully distributed auction-blockchain-based 

crowdsourcing framework is proposed- ABCrowd. In a typical 

crowdsourcing framework, independent workers compete to be 

allocated requesters’ tasks. These workers advertise their costs to the 

centralized platform, which then decides the final allocation of tasks. 

While performing the allocation, centralized platforms face two main 

challenges: 1) how to ensure trusted execution for the allocation of 

tasks, and 2) how to motivate workers to declare their truthful costs. To 

address these challenges, ABCrowd proposes to run the crowdsourcing 

platform entirely on Ethereum Blockchain while incorporating auctions. 

Blockchain and smart contracts guarantee trusted execution for the 

allocation through autonomous and transparent on-Chain execution. 

ABCrowd uses the Repeated-Single-Minded Bidder (R-SMB) auction 

mechanism, which motivates workers to bid truthfully before allocating 

them and calculating their payments. R-SMB is an approximation of the 

optimized offChain Vickrey-Clarke-Groves (VCG) mechanism in terms 

of maximized profit. It entails repeating the Single-Minded Bidder 

(SMB) auction mechanism to meet the allocation requirement of 

crowdsourcing applications. ABCrowd is implemented and evaluated 

using Solidity on a private Ethereum Blockchain, where a real publicly 

available dataset is used. The proposed on-Chain R-SMB auction 

mechanism is compared to the off-Chain VCG mechanism, where the 

results show that R-SMB provides similar performance to VCG in terms 

of the average number of allocated tasks. Furthermore, R-SMB 

outperforms VCG in workers’ travelled distance and requesters’ costs, 

at a low execution cost. 

 
21ANSP_BL07 Segment Blockchain: A Size Reduced Storage Mechanism for 

Blockchain 

 

The exponential growth of the blockchain size has become a major 

contributing factor that hinders the decentralisation of blockchain and 

its potential implementations in data-heavy applications. In this paper, 

we propose segment blockchain, an approach that segmentises 

blockchain and enables nodes to only store a copy of one blockchain 

segment. We use PoW as a membership threshold to limit the number 

of nodes taken by an Adversary—the Adversary can only gain at most 

n/2 of nodes in a network of n nodes when it has 50% of the calculation 

power in the system (the Nakamoto blockchain security threshold). A 
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segment blockchain system fails when an Adversary stores all copies of 

a segment, because the Adversary can then leave the system, causing a 

permanent loss of the segment. We theoretically prove that segment 

blockchain can sustain a (AD/n) m failure probability when the 

Adversary has no more than AD number of nodes and every segment is 

stored by m number of nodes. The storage requirement is mostly 

shrunken compared to the traditional design and therefore making the 

blockchain more suitable for data-heavy applications. 

 
21ANSP_BL08 Blockchain-Based Agri-Food Supply Chain: A Complete Solution 

 

Supply chains are evolving into automated and highly complex 

networks and are becoming an important source of potential benefits in 

the modern world. At the same time, consumers are now more interested 

in food product quality. However, it is challenging to track the 

provenance of data and maintain its traceability throughout the supply 

chain network. The traditional supply chains are centralized and they 

depend on a third party for trading. These centralized systems lack 

transparency, accountability and auditability. In our proposed solution, 

we have presented a complete solution for blockchain-based Agriculture 

and Food (Agri-Food) supply chain. It leverages the key features of 

blockchain and smart contracts, deployed over ethereum blockchain 

network. Although blockchain provides immutability of data and 

records in the network, it still fails to solve some major problems in 

supply chain management like credibility of the involved entities, 

accountability of the trading process and traceability of the products. 

Therefore, there is a need of a reliable system that ensures traceability, 

trust and delivery mechanism in Agri-Food supply chain. In the 

proposed system, all transactions are written to blockchain which 

ultimately uploads the data to Interplanetary File Storage System 

(IPFS). The storage system returns a hash of the data which is stored on 

blockchain and ensures efficient, secure and reliable solution. Our 

system provides smart contracts along with their algorithms to show 

interaction of entities in the system. Furthermore, simulations and 

evaluation of smart contracts along with the security and vulnerability 

analyses are also presented in this work. 

 
21ANSP_BL09 A Tutorial and Future Research for Building a Blockchain-Based 

Secure Communication Scheme for Internet of Intelligent Things 

 

The Internet of Intelligent Things (IoIT) communication environment 

can be utilized in various types of applications (for example, intelligent 
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battlefields, smart healthcare systems, the industrial internet, home 

automation, and many more). Communications that happen in such 

environments can have different types of security and privacy issues, 

which can be resolved through the utilization of blockchain. In this 

paper, we propose a tutorial that aims in designing a generalized 

blockchain-based secure authentication key management scheme for the 

IoIT environment. Moreover, some issues with using blockchain for a 

communication environment are discussed as future research directions. 

The details of different types of blockchain are also provided. Some of 

the widely-accepted consensus algorithms are then discussed. Next, we 

discuss different types of applications in blockchain-based IoIT 

communication environments. The details of the associated system 

models are provided, such as, the network and attack models for the 

blockchain-based IoIT communication environment, which are helpful 

in designing a security protocol for such an environment. A practical 

demonstration of the proposed generalized scheme is provided in order 

to measure the impact of the scheme on the performance of the essential 

parameters. Finally, some of the future research challenges in the 

blockchain-based IoIT communication environment are highlighted, 

which will also be helpful to the researchers. 

 
21ANSP_BL10 EdgeMediChain: A Hybrid Edge Blockchain-Based Framework for 

Health Data Exchange 

 

Recently, researchers around the world in medical institutions and 

pharmaceutical companies are demanding a wider access to healthcare 

data for secondary use in order to provide enhanced and personalized 

medical services. For this purpose, healthcare information exchange 

between health authorities can be leveraged as a fundamental concept to 

meet these demands and enable the discovery of new insights and cures. 

However, health data are highly sensitive and private information that 

requires strong authentication and authorization procedures to manage 

the access to them. In this regard, the cloud paradigm has been used in 

these e-healthcare solutions, but they remain inefficient due to their 

inability to adapt to the expanding volume of data generated from body 

sensors and their vulnerability against cyberattacks. Hence, 

collaborative and distributed data governance supported by edge 

computing and blockchain promises enormous potentials in improving 

the performance and security of the whole system. In this paper, we 
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present a secure and efficient data management framework, named 

"EdgeMediChain", for sharing health data. The proposed architecture 

leverages both edge computing and blockchain to facilitate and provide 

the necessary requirements for a healthcare ecosystem in terms of 

scalability, security, as well as privacy. The Ethereum-based testbed 

evaluations show the effectiveness of EdgeMediChain in terms of 

execution time with a reduction of nearly 84.75% for 2000 concurrent 

transactions, higher throughput compared to a traditional blockchain, 

and scalable ledger storage with a linear growth rate. 

21ANSP_BL11 Pay as You Decrypt: Decryption Outsourcing for Functional Encryption 

Using Blockchain 

 

The concept of functional encryption (FE) has been introduced to 

address the shortcomings of public-key encryption (PKE) in many 

emerging applications which require both data storage and data sharing 

(e.g., cloud storage service). One of the major issues existing in most 

FE schemes is the efficiency, as they are built from bilinear pairings of 

which the computation is very expensive. A widely accepted solution to 

this problem is outsourcing the heavy workloads to a powerful third 

party and leaving the user with the light computation. Nevertheless, it is 

impractical to assume that the third party (e.g., the cloud) will provide 

free services. To our knowledge, no attention has been paid to the 

payment procedure between the user and the third party in an FE with 

outsourced decryption (FEOD) scheme under the assumption that 

neither of them should be trusted. Leveraging the transactions on crypto 

currencies supported by the blockchain technology, in this paper, we 

aim to design FE with payable outsourced decryption (FEPOD) 

schemes. The payment in an FEPOD scheme is achieved through a 

blockchain-based crypto currency, which enables the user to pay a third 

party when it correctly completes the outsourced decryption. We define 

the adversarial model for FEPOD schemes, and then present a generic 

construction of FEPOD schemes. Also, we evaluate the performance of 

the proposed generic construction by implementing a concrete FEPOD 

scheme over a blockchain platform. 
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21ANSP_BL12 Blockchain-Based Secure Storage Management with Edge Computing 

for IoT 

 

As a core technology to manage decentralized systems, blockchain is 

gaining much popularity to deploy such applications as smart grid and 

healthcare systems. However, its utilization in resource-constrained 

mobile devices is limited due to high demands of resources and poor 

scalability with frequent-intensive transactions. Edge computing can be 

integrated to facilitate mobile devices in offloading their mining tasks 

to cloud resources. This integration ensures reliable access, distributed 

computation and untampered storage for scalable and secure 

transactions. It is imperative therefore that crucial issues of security, 

scalability and resources management be addressed to achieve 

successful integration. Studies have been conducted to explore suitable 

architectural requirements, and some researchers have applied the 

integration to deploy some specific applications. Despite these efforts, 

however, issues of anonymity, adaptability and integrity still need to be 

investigated further to attain a practical, secure decentralized data 

storage. We based our study on peer-to-peer and blockchain to achieve 

an Internet of Things (IoT) design supported by edge computing to 

acquire security and scalability levels needed for the integration. We 

investigated existing blockchain and associated technologies to discover 

solutions that address anonymity, integrity and adaptability issues for 

successful integration of blockchain in IoT systems. The discovered 

solutions were then incorporated in our conceptual design of the 

decentralized application prototype presented for secure storage of IoT 

data and transactions. 
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21ANSP_BL13 Blockchain-Based IoT Application Using Smart Contracts: Case Study 

of M2M Autonomous Trading 

 

Blockchain technology can be used to track billions of interconnected 

devices, enabling secure data exchange and data processing. The 

decentralized and autonomous ability of the blockchain makes it an 

ideal solution for Internet of Things (IoT) applications. In this paper, we 

explore a basic IoTBlockchain fusion model with four layers which 

contains different types of IoT devices. Distributed file system is 

considered in the model to store huge amount of IoT data. Then, a case 

study for blockchain-based IoT application, a Machine-to-Machine 

(M2M) autonomous trading system, is proposed on the Ethereum 

blockchain. We build smart contracts for device registration, data 

storage, service provision and fair payment, and the proof-of-concept is 

implemented using two Raspberry Pis to interact with smart contracts. 

The proposed system verifies that blockchain could improve IoT 

applications in transparency, traceability and security. 

 
21ANSP_BL14 Blockchain Meets Edge Computing: A Distributed and Trusted 

Authentication System 

 

As the great prevalence of various Internet of Things (IoT) terminals, 

how to solve the problem of isolated information among different IoT 

platforms attracts attention from both academia and industry. It is 

necessary to establish a trusted access system to achieve secure 

authentication and collaborative sharing. Therefore, this paper proposes 

a distributed and trusted authentication system based on Blockchain and 

edge computing, aiming to improve authentication efficiency. This 

system consists of Physical network layer, Blockchain edge layer and 

Blockchain network layer. Through the Blockchain network, an 

optimized practical Byzantine fault tolerance (PBFT) consensus 

algorithm is designed to construct a consortium Blockchain for storing 

authentication data and logs. It guarantees trusted authentication and 

achieves activity traceability of terminals. Furthermore, edge computing 

is applied in Blockchain edge nodes, to provide name resolution and 

edge authentication service based on smart contracts. Meanwhile, an 

asymmetric cryptography is designed, to prevent connection between 

nodes and terminals from being attacked. And a caching strategy based 

on edge computing is proposed to improve hit ratio. Our proposed 

authentication mechanism is evaluated with respect to communication 

and computation costs. Simulation results show that the caching strategy 
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outperforms existing edge computing strategies by 6%- 12% in terms of 

average delay, and 8%-14% in hit ratio. 

 
21ANSP_BL15 Enhancing Privacy through “Smart Contract” Using Blockchain-Based 

Dynamic Access Control 

 

Blockchain helps to deliver Computerized working, on spot verification, 

cost efficiency, enhanced work. One of the fast initiatives for the 

implementation of Blockchain is taken by financial sector. As more than 

60% of the market percent of the market value focuses on new 

technology. In the coming time, blockchain will start into influence into 

many domain including accountancy on it auxiliaries. Smart contract 

can play a very important role in banking and insurance. This can be 

very vital tool for the auditing purpose, because all transactions can be 

updated without any third party interference. All the accounting 

standards can be evaluated through blockchain systems thus giving 

professional accountants such as Chartered Accountants and Certified 

Public Accountants to focus more on the company policies and how it 

can improve its operations ethically. To access any resource in 

blockchain network. This paper presents a framework which use Fair 

access using Dynamic Access control. All process of fair access is 

recorded in smart contract and token allocation can be done with the 

help of Digital Signature. This makes system more perfect. For the very 

purpose of Blockchain intervening into accounting policies is to ensure 

that auditors are working to the potential in terms of verifying the 

accounts and financial records in accordance to the International 

Accounting Standards. This step hopes to minimize minimal frauds that 

might happen in the workplaces which could halt to the end of the 

business life as the privacy of smart contract can be enhanced. 

 
21ANSP_BL16 Attribute-based Multi-Signature and Encryption for EHR Management: 

A Blockchain-based Solution 

 

The global Electronic Health Record (EHR) market is growing 

dramatically and has already hit $31.5 billion in 2018. To safeguard the 

security of EHR data and privacy of patients, fine-grained information 

access and sharing mechanisms are essential for EHR management. 

This paper proposes a hybrid architecture of blockchain and edge nodes 

to facilitate EHR management. In this architecture, we utilize attribute-

based multi-signature (ABMS) scheme to authenticate user’s signatures 

without revealing the sensitive information and multi-authority 

attribute-based encryption (ABE) scheme to encrypt EHR data which is 
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stored on the edge node. We develop the blockchain module on 

Hyperledger Fabric platform and the ABMS module on Hyperledger 

Ursa library. We measure the signing and verifying time of the ABMS 

scheme under different settings, and experiment with the authentication 

events and access activities which are logged as transactions in 

blockchain. 

 
21ANSP_BL17 Smart FIR: Securing e-FIR Data through Blockchain within Smart 

Cities 

 

Electronic First Information Report (e-FIR) is a basic document filed to 

the police stations by a victim or someone on his/her behalf when a 

cognizable offense such as murder, kidnapping, rape, theft, etc. is 

committed. In the e-FIR database, the offense’s record can be 

compromised due to its centralized nature, and further the intentional 

registration of false e-FIR can occur. Thus, data integrity and 

transparency are key concerns in e-FIR database. In this paper, e-FIR 

data integrity and false registration appended with police stations in a 

centralized database are addressed via a consensus-based distributed 

blockchain solution, as an integral part of a smart city environment. 

Specifically, a smart contract based intelligent framework has been 

utilized to explore the potential of Ethereum blockchain in providing 

integrity to e-FIR data stored in a police station’s database. Local 

database is interfaced with Ethereum blockchain using Web3 Remote 

Procedure Call (RPC) protocol. Multiple simulations have been 

performed to evaluate the performance of the proposed framework. Our 

results show a trade-off between different hashing algorithm security 

level for the offenses data and number of transactions stored in a single 

block on blockchain ledger 
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21ANSP_BL18 ManuChain: Combining Permissioned Blockchain With a Holistic 

Optimization Model as Bi-Level Intelligence for Smart Manufacturing 

 

The growth of individualized product demands drives high flexibility of 

manufacturing processes, which requires large-scale deployment of 

Industrial Internet of Things (IIoT). Since centralized control of IIoT 

suffers from poor flexibility in coping with disturbances and changes, a 

decentralized organization structure is a better choice, in which a 

permissioned blockchain-driven IIoT can enable partially decentralized 

self-organization and thus offload and accelerate the optimization of 

upper-level manufacturing planning. A novel iterative bi-level hybrid 

intelligence model named ManuChain is proposed to get rid of 

unbalance/inconsistency between holistic planning and local execution 

in individualized manufacturing systems. Lower level blockchain-

driven smart contracts proactively decentralize fine-grained and 

individualized task execution among machine tools via Raspberry Pi-

based smart gateways and make the results available on an upper-level 

digital twin model for iterative coarse-grained holistic optimization. A 

prototype ManuChain based on a permissioned blockchain network is 

presented to realize both lower-level crowd self-organizing intelligence 

and upper-level holistic optimization intelligence 

 
21ANSP_BL19 HomeChain: A Blockchain-Based Secure Mutual Authentication 

System for Smart Homes 

 

Increasingly, governments around the world, particularly in 

technologically advanced countries, are exploring or implementing 

smart homes, or the related smart facilities for the benefits of the society. 

The capability to remotely access and control Internet of Things (IoT) 

devices (e.g. capturing of images, audios and other information) is 

convenient but risky, as vulnerable devices can be exploited to conduct 

surveillance or perform other nefarious activities on the users and 

organizations. This highlights the necessity of designing a secure and 

efficient remote user authentication solution. Most of the existing 

solutions for this problem are generally based on a single-server 

architecture, which has limitations in terms of privacy and anonymity 

(leading to users’ daily activities being predicted), and integrity and 

confidentiality (resulting in an unreliable behavior auditing). While 

blockchain-based solutions may mitigate these issues, they still face 

with some critical challenges (e.g. providing regulation of behaviors and 

privacy protection of access policy). Motivated from these facts, in this 

paper, we construct a novel secure mutual authentication system, which 
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can be applied in smart homes and other applications. Specifically, the 

proposed approach integrates blockchain, group signature and message 

authentication code to provide reliable auditing of user’s access history, 

anonymously authenticate group members, and efficiently authenticate 

home gateway, respectively. We also prove the security and privacy 

requirements, including anonymity, traceability and confidentiality, that 

the proposed system satisfies, with an implementation and evaluation to 

demonstrate its practicality 

21ANSP_BL20 A Two-Tier Blockchain Architecture for the Digital Transformation of 

Multilateralism 

 

Multilateral organizations have been a major force for economic 

development and cooperation, but also face several challenges. We 

believe innovative technologies such as blockchain are an excellent fit 

for multilateralism and have the potential to deliver substantial 

economic impacts to all parties at all levels. This paper proposes a two-

tier blockchain architecture to facilitate both the governance of multi-

lateral agreements, and the execution of projects and services that are 

governed by such agreements. The blockchain-based architecture is 

meant to enhance trust among participating entities by having a shared, 

transparent, and immutable record, automated and traceable execution 

of the mutual agreements using smart contracts, and the opportunity for 

each participant to not only have a fair voting power on decisions, but 

can also get rewarded by running a blockchain node and thus making 

the overall architecture more robust. Technically, our prototype 

explored the various ways for the different blockchain platforms in the 

two-tier architecture to interoperate. We have implemented two 

different interoperability solutions, and plan to continue our exploration. 

Overall, we believe such a technology architecture is ideally suited for 

multilateral initiatives, and plan to explore its implementation in the 

field. 

 



ANSPRO TECHNOLOGIES 

#7, 100 FT MAIN ROAD, VYSYA BANK COLONY, NEAR JAYADEVA HOSPITAL, BTM 2nd SATGE 
BANGALORE-560076, Karnataka. Mob: 8095286693 / 9886832434 

                                                                 Email:info@ansprotech.com   
                                                                        www.ansprotech.com                                      

21ANSP_BL21 Towards Eidetic Blockchain Systems with Enhanced Provenance 

 

Modern blockchain systems with smart contract support are continuing 

to be rapidly adopted across various industry sectors and are 

increasingly used to manage valuable assets. As the size and complexity 

of smart contract applications increases, so are the coding errors, exploit 

potential, and regulation requirements. For these reasons, it has become 

necessary to efficiently manage the system’s historic execution 

information, or provenance, to enable efficient analysis. Existing 

approaches facilitate historic data access, however, they do not support 

tracking what initiated the changes or why the states mutated. To 

address this, we propose a system that enables efficient management of 

historic smart contracts calls, their parameters, and the blockchain state 

before and after a call. We further explore how querying this historic 

data in different granularity levels can facilitate the analysis of a use 

case example comprised of multiple smart contract calls across different 

entities. 

 
21ANSP_BL22 Policy-Driven Blockchain and Its Applications for Transport Systems 

 

Blockchains offer opportunities for developing advanced digital 

services. While current research on this topic is still growing, various 

security concerns have been raised and the security of blockchains has 

been becoming the most important issue which must be well addressed. 

Blockchain transactions are based on digital signatures, where the 

public key is associated with the ownership of the digital coin. User 

management of public or permission less blockchain is ad hoc, i.e. any 

user can join and leave the blockchain network and participate in the 

Proof of Work (PoW). However, in a private blockchain and a 

permissioned blockchain, there are usually some constraints for users. 

In this paper, to consider this research area, we investigate a scenario 

which provides a blockchain network with a set of policies where every 

user’s signing key is associated with a policy set. It is particularly 

interesting while users are working in different sectors. We call our 

scheme as “policy-driven”, since policies in our scheme restrict users’ 

rights. Our system is featured with a novel and lightweight policy-driven 

signature (PDS) scheme whose security has been proven formally. To 

justify our scenario, we provide experimental results and an example for 

the railway management services. 
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21ANSP_BL23 Keyword Search With Two-Side Verification in encrypted data using 

blockchain 

 

The untrustable nature of the cloud server and the information 

protection of clients is important to scramble the information before 

redistributing the cloud. Main aim is to acknowledge the protected 

keyword search over encrypted data against noxious clients and 

malcioust cloud specialist organizations, we discover a traded off 

technique into the square chain into SSE the distributed storage utilized 

in accessible symmetric encryption plans (SSE) is given in a private 

way, which can't be viewed as a genuine cloud. Also, the cloud server 

verifies the data working on that open chain. We present a framework 

that influences blockchain innovation to furnish protected dispersed 

information stockpiling with keyword search administration. The 

System enables the customer to transfer there in scrambled structure 

disseminates the information substance to cloud hubs and guarantee 

information accessibility utilizing cryptographic methods we present a 

framework that influences blockchain innovation to furnish a safe 

appropriated information stockpiling with catchphrase search 

administration. Trustworthy keyword search verified the server-side 

verifiability which hide the authorized cloud servers from being 

encircled by vindictive information proprietors in the information 

storage stage. Moreover, the blockchain findings and hash applications 

are applied to the values to cost of keyword searching without 

presenting any intruder checking the client-side harmful. Our proposed 

security keyword checking and execution will prove this keyword 

search trustable and more secure and efficient for cloud computing 

applications. 
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21ANSP_BL24 SkillCheck: An Incentive-based Certification System using Blockchains 

 

Skill verification is a central problem in workforce hiring. Companies 

and academia often face the difficulty of ascertaining the skills of an 

applicant since the certifications of the skills claimed by a candidate are 

generally not immediately verifiable and costly to test. Blockchains 

have been proposed in the literature for skill verification and tamper-

proof information storage in a decentralized manner. However, most of 

these approaches deal with storing the certificates issued by traditional 

universities on the blockchain. Among the few techniques that consider 

the certification procedure itself, questions like (a) scalability with 

limited staff, (b) uniformity of grades over multiple evaluators, or (c) 

honest effort extraction from the evaluators are usually not addressed. 

We propose a blockchain-based platform named SkillCheck, which 

considers the questions above, and ensure several desirable properties. 

The platform incentivizes effort in grading via payments with tokens 

which it generates from the payments of the users of the platform, e.g., 

the recruiters and test takers. We provide a detailed description of the 

design of the platform along with the provable properties of the 

algorithm 

 
 

21ANSP_BL25 Research on Decision Support System of E-Commerce 

Agricultural Products Based on Blockchain 

 

The market information of e-commerce agricultural products has the 

characteristics of complexity and time lag. It is often difficult for 

producers to obtain and accurately grasp the real-time market 

information in time, resulting in economic losses under the 

information asymmetry. From the perspective of agricultural 

product producers, combined with the application layer of new 

blockchain technology and the basic platform and service platform 

of e-commerce information platform, an e-commerce agricultural 

product decision support system, which is based on blockchain 

technology and centered on blockchain database, is constructed. The 

system consists of three sub-systems: e-commerce agricultural 

product information service platform, inventory information 

feedback platform and logistics information feedback platform, and 

it completes the collection, sorting and output of these three kinds of 

information under the support of blockchain system, so as to help 

agricultural producers make correct decisions and achieve the 
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purpose of promoting agricultural product sales and increasing 

farmers' income. 

 

 
21ANSP_BL26 Application of Blockchain News Production Based on Digital 

Encryption Technology 

 

Blockchain technology provides a new logic for digital content 

production. At present, the Internet is a "one center, multi node" 

technology architecture. Blockchain constructs the underlying 

structure of "multi center, multi node". The block chain's digital 

encryption, backtracking, distributed account book and time stamp 

can solve the problems that the network data is easy to tamper with 

and not easy to save. Meanwhile, it provide a new technical support 

for the verification of news data. On the basis of Hasche Algorithm, 

the information after user's signature and authorization can be 

disclosed in the network, which can ensure the security of user's 

personal information. On the other hand, the application of 

blockchain in the field of news production can reshape the trust 

mechanism between communicators and users. This study uses 

observation and induction to describe the application scenarios of 

blockchain technology in the media industry. The application of 

blockchain technology will change the existing mode of news 

production and distribution. Specifically, Based on the main chain 

and parallel chain of DAG account book, this study considers that 

blockchain technology has a strong application value in the fields of 

news copyright protection, news source verification, advertising 

traffic fraud control and so on. 
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21ANSP_BL27 Blockchain Empowered Arbitrable Data Auditing Scheme for 

Network Storage as a Service 

 

The maturity of network storage technology drives users to 

outsource local data to remote servers. Since these servers are not 

reliable enough for keeping users’ data, remote data auditing 

mechanisms are studied for mitigating the threat to data integrity. 

However, many traditional schemes achieve verifiable data integrity 

for users only without resolutions to data possession disputes, while 

others depend on centralized third-party auditors (TPAs) for credible 

arbitrations. Recently, the emergence of blockchain technology 

promotes inspiring countermeasures. In this paper, we propose a 

decentralized arbitrable remote data auditing scheme for network 

storage service based on blockchain techniques. We use a smart 

contract to notarize integrity metadata of outsourced data recognized 

by users and servers on the blockchain, and also utilize the 

blockchain network as the self-recording channel for achieving non-

repudiation verification interactions. We also propose a fairly 

arbitrable data auditing protocol with the support of the 

commutative hash technique, defending against dishonest provers 

and verifiers. Additionally, a decentralized adjudication mechanism 

is implemented by using the smart contract technique for creditably 

resolving data possession disputes without TPAs. The theoretical 

analysis and experimental evaluation reveal its effectiveness in 

undisputable data auditing and the limited requirement of costs 
21ANSP_BL28 BSFP: Blockchain-Enabled Smart Parking with Fairness, Reliability 

and Privacy Protection 

 

The convenience of using private cars has an accompanying parking 

challenge which becomes a significant issue in congested 

metropolitans and downtown areas. The explosive increase in the 

number of vehicles has substantially raised the issue of finding a 

suitable parking spot, which is both time and resource consuming. 

At the same time, many private parking spots remain idle, while their 

owners are not present at home. To promote the utility of private 

parking spots and mitigate parking issues, smart parking apps can be 

used. Unfortunately, some of them suffer from privacy issues that 

affect participation willingness, while others work in a centralized 

environment where the availability of service is not guaranteed in 

the presence of malicious users. In this work, we propose 

Blockchain-based Smart parking with Fairness, reliability and 

Privacy protection, called BSFP. Specifically, group signatures, 
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bloom filters, and vector-based encryption are leveraged to protect 

the user’s privacy. The decentralized nature of blockchain is utilized 

to achieve reliability in smart parking, and the smart contract is used 

to realize fairness. Comprehensive security analysis and 

experimental results based on the real-world dataset show that BSFP 

achieves fairness, reliability and privacy protection with high 

efficiency. 

21ANSP_BL29 Grid Terminal Data Security Management Mechanism Based on 

Master-slave Blockchain 

 

In order to design an end-to-end data security preservation 

mechanism, this paper first proposes a grid terminal data security 

management model based on master slave Blockchain, including 

grid terminal, slave Blockchain, and main Blockchain. Among them, 

the grid terminal mainly completes data generation and data release, 

the receiving of data and the distributed signature of data are mainly 

completed from the slave Blockchain, and the main Blockchain 

mainly completes the intelligent storage of data. Secondly, the data 

security management mechanism of grid terminal based on master-

slave Blockchain is designed, including data distribution process 

design, data receiving process design, data distributed signature 

design and data intelligent storage process design. Finally, taking the 

identity registration and data storage process of the grid terminal as 

an example, the workflow of the data security management 

mechanism of the grid terminal based on the master-slave 

Blockchain is described in detail. 
21ANSP_BL30 Edgence: A Blockchain-Enabled Edge-Computing Platform for 

Intelligent IoT-Based dApps 

 

Nowadays scalable IoT management is a bottleneck of IoT 

development due to the geographically dispersed distribution, 

fragmented ownerships, and ever-growing population of IoT 

devices. To intelligently manage massive decentralized applications 

(dApps) in IoT use cases, Edgence (EDGe + intelligENCE) is 

proposed to use edge clouds to access IoT devices and users, and 

then use its in-built blockchain to realize self-governing and self-

supervision of the edge clouds. Edgence proposes to use master node 

technology to introduce IoT devices and users into a closed 

blockchain system, which can extend the range of blockchain to IoT-

based dApps. Further, master nodes do good to scalability by raising 

the TPS (transactions per second) of the blockchain network. To 
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support various dApps, a three-tier validation is proposed, namely 

script validation, smart contract validation, and master node 

validation. To avoid energy consumption resulted by blockchain 

consensus, Edgence proposes a random but verifiable way to elect a 

master node to generate each new block. The potential of the tailored 

Edgence is shown by examples of decentralized crowdsourcing and 

AI training 

 
21ANSP_BL31 SLPoW: Secure and Low Latency Proof of Work Protocol for 

Blockchain in Green IoT Networks 

 

Traditional Internet of Things (IoT) system architectures are 

centralized. Data from the devices are stored on the back-end, where 

they are processed and analysed, and then reconnected to IoT 

devices. The scalability of centralized systems is very limited 

especially when an abundance of devices exist on an IoT network. 

Network security in IoT networks is another aspect at stake that 

could be compromised easily due to the unavailability of security in 

design mechanisms in most IoT networks. Blockchain technology is 

a distributed ledger without any intensive management that can store 

all transactions which leads to large amounts of data that increases 

over time. Large data amounts will be more pronounced with the 

increasing IoT devices and blockchain use cases involving IoT. IoT 

devices are for the most part constrained in both energy, storage, and 

computation, unlikely to be able to store all blockchain data. The 

current implementation of blockchain is not IoT friendly. Moreover, 

consensus on the blockchain using Proof of Work (PoW) is 

infeasible due to computational constraints. In this paper, we 

propose a Secure and Low latency Proof of Work (SLPoW) 

protocol. We also bring the computation of miners onto a Field-

programmable gate array (FPGA) to improve the processing speeds 

of computation. We consider our resulting blockchain technology 

using SLPoW suitable for the evolving Green IoT setting. 



ANSPRO TECHNOLOGIES 

#7, 100 FT MAIN ROAD, VYSYA BANK COLONY, NEAR JAYADEVA HOSPITAL, BTM 2nd SATGE 
BANGALORE-560076, Karnataka. Mob: 8095286693 / 9886832434 

                                                                 Email:info@ansprotech.com   
                                                                        www.ansprotech.com                                      

21ANSP_BL32 Blockchain-based Information Sharing between Smart Vehicles for 

Safe Driving 

 

Smart vehicles determine and take various actions with state 

information with little or no human intervention. More information 

can be gathered when they can connect to and communicate with 

other vehicles and their environments, improving safe self-driving. 

This paper proposes a blockchain-based information sharing that 

verifies the shared data and the sharing process using a public 

blockchain, Ethereum. To protect the privacy of the shared 

information, cryptography and secure protocols are additionally 

applied to the blockchain technology. 

 

 
21ANSP_BL33 Joint Resource Allocation and Incentive Design for Blockchain-

Based Mobile Edge Computing 

 

Mobile edge computing (MEC), as a promising technology, 

provides proximate and prompt computing service for mobile users 

on various applications. With appropriate incentives, profit-driven 

users can offload multi-task requests across heterogeneous edge 

servers. However, such incentive trade lacks a trustworthy platform. 

Due to the decentralized nature of MEC, trading information from 

players is easily tampered with by edge servers, which poses a threat 

to cross-server resource allocation. In this paper, we jointly consider 

incentives and cross server resource allocation in blockchain-driven 

MEC, where the blockchain prevents malicious edge servers from 

tampering with player information by maintaining a continuous 

tamper-proof ledger database. Particularly, we propose two double 

auction mechanisms, namely a double auction mechanism based on 

breakeven (DAMB) and a more efficient breakeven-free double 

auction mechanism (BFDA), in which users request multi-task 

service with claimed bids and edge servers cooperate with each other 

to serve users. A delegated proof of stake (DPoS) based blockchain 

technology is leveraged to realize decentralized, untampered, safe 

and fair resource allocation consensus mechanism. The simulation 

results show that the proposed DAMB and BFDA can significantly 

improve the system efficiency of MEC. 
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21ANSP_BL34 A Hybrid BlockChain-Based Identity Authentication Scheme for 

Multi-WSN 

 

Internet of Things (IoT) equipment is usually in a harsh 

environment, and its security has always been a widely concerned 

issue. Node identity authentication is an important means to ensure 

its security. Traditional IoT identity authentication protocols usually 

rely on trusted third parties. However, many IoT environments do 

not allow such conditions, and are prone to single point failure. 

Blockchain technology with decentralization features provides a 

new solution for distributed IoT system. In this paper, a blockchain 

based multi-WSN authentication scheme for IoT is proposed. The 

nodes of IoT are divided into base stations, cluster head nodes and 

ordinary nodes according to their capability differences, which are 

formed to a hierarchical network. A blockchain network is 

constructed among different types of nodes to form a hybrid 

blockchain model, including local chain and public chain. In this 

hybrid model, nodes identity mutual authentication in various 

communication scenarios is realized, ordinary node identity 

authentication operation is accomplished by local blockchain, and 

cluster head node identity authentication are realized in public 

blockchain. The analysis of security and performance shows that the 

scheme has comprehensive security and better performance. 

 
21ANSP_BL35 Groupchain: Towards a Scalable Public Blockchain in Fog 

Computing of IoT Services Computing 

 

Powered by a number of smart devices distributed throughout the 

whole network, the Internet of Things (IoT) is supposed to provide 

services computing for massive data from devices. Fog computing, 

an extension of cloud-based IoT-oriented solutions, has emerged 

with requirements for distribution and decentralization. In this 

respect, the conjunction with Blockchain provides a natural solution 

for decentralization, as well as potentially helps fog computing 

overcome some deficiencies such as security and privacy then 

consequently expand the application scope of IoT. However, one of 

the key challenges of blockchain’s integration with fog computing 

is scalability. To end this, this work proposes Groupchain, a novel 

scalable public blockchain of a two-chain structure suitable for fog 

computing of IoT services computing. Groupchain employs the 

leader group to collectively commit blocks for higher transaction 

efficiency and introduces bonus and deposit into the incentive 
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mechanism to supervise behaviors of members in the leader group. 

Our security analysis shows that Groupchain retains the security of 

Bitcoin-like blockchain and enhances defense against attacks such 

as double-spend and selfish mining. We implement a prototype of 

Groupchain and conducted experiments. The experimental results 

demonstrate that Groupchain achieves optimization on transaction 

throughput and confirmation latency which are argued in Bitcoin. 

 
21ANSP_BL36 KiRTi: A Blockchain-based Credit Recommender System for 

Financial Institutions 

 

In this paper, we propose KiRTi, a deep-learning based credit-

recommender scheme for public blockchain to facilitate smart 

lending operations between prospective borrowers (PB) and 

prospective lenders (PL) to eliminate the need of third party credit-

rating agencies (CRAs) for credit-score (CS) generation. Thus loan 

grants to PB from PL is secured, authorized, and automated so as to 

expedite the disbursement process. KiRTi stores PB historical 

transactions, current assets, and liabilities as time-series sequenced 

data in a public blockchain. The sequenced data is fetched from 

blockchain by a long-short term memory (LSTM) model that 

generates CS for loan recommendations based on proposed lending 

algorithms for PB and PL. To ensure real-time updation of CS, edge-

weights are updated based on boolean indicators from PB and PL, 

which indicates the successful repayments and loan-defaults. The 

process is iterated to improve the accuracy of edge-weights and 

generated CS to ensures the correct credibility of PB for future 

lending. Smart contracts (SC) are proposed for automatic setup of 

loan repayments between PB and PL. To model the LSTM 

recommender scheme, a German credit dataset from UCI repository 

is considered with 1000 credit-histories of PB, with 700 successful 

repayments and 300 defaults. KiRTi achieves an accuracy of 97.5% 

in comparison to conventional approaches with an Fmeasure of 

0.98304. The security evaluation of KiRTi shows that it has 

computation cost of 20.96 ms and communication cost of 121 bytes 

compared to other state-of-the-art approaches. 
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21ANSP_BL37 A Blockchain-enabled Deduplicatable Data Auditing Mechanism 

for Network Storage Services 

 

Since network storage services achieve widespread adoption, 

security and performance issues are becoming primary concerns, 

affecting the scalability of storage systems. Countermeasures like 

data auditing mechanisms and deduplication techniques are widely 

studied. However, the existing data auditing mechanism with 

deduplication cannot solve the problems such as high cost and 

reliance on trusted third parties in traditional approaches, and it also 

faces the problem of repeated auditing of data shared by multiple-

tenant. This paper proposes a blockchain-based deduplicatable data 

auditing mechanism. We first design a client-side data deduplication 

scheme based on bilinear-pair techniques to reduce the burden on 

users and service providers. On this basis, we achieve a trustworthy 

and efficient data auditing mechanism that helps to check data 

integrity by using both the blockchain technique and bilinear pairing 

cryptosystem. The blockchain system is used to record the behaviors 

of entities in both data outsourcing and auditing processes so that the 

corresponding immutable records can be used to not only ensure the 

credibility of audit results but also help to monitor unreliable third-

party auditors. Finally, theoretical analysis and experiments reveal 

the effectiveness and performance of our scheme. 
21ANSP_BL38 A Blockchain-Based Reward Mechanism for Mobile Crowd sensing 

 

Mobile crowd sensing (MCS) is a novel sensing scenario of cyber-

physical-social systems. MCS has been widely adopted in smart 

cities, personal health care, and environment monitor areas. MCS 

applications recruit participants to obtain sensory data from the 

target area by allocating reward to them. Reward mechanisms are 

crucial in stimulating participants to join and provide sensory data. 

However, while the MCS applications execute the reward 

mechanisms, sensory data and personal private information can be 

in great danger because of malicious task initiators/participants and 

hackers. This article proposes a novel blockchain-based MCS 

framework that preserves privacy and secures both the sensing 

process and the incentive mechanism by leveraging the emergent 

blockchain technology. Moreover, to provide a fair incentive 

mechanism, this article has considered an MCS scenario as a sensory 

data market, where the market separates the participants into two 

categories: monthly-pay participants and instant-pay participants. 

By analyzing two different kinds of participants and the task 
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initiator, this article proposes an incentive mechanism aided by a 

three-stage Stackelberg game. Through theoretical analysis and 

simulation, the evaluation addresses two aspects: the reward 

mechanism and the performance of the blockchain-based MCS. The 

proposed reward mechanism achieves up to a 10% improvement of 

the task initiator’s utility compared with a traditional Stackelberg 

game. It can also maintain the required market share for monthly-

pay participants while achieving sustainable sensory data provision. 

The evaluation of the blockchain-based MCS shows that the latency 

increases in a tolerable manner as the number of participants grows. 

Finally, this article discusses the future challenges of blockchain-

based MCS. 

 

 
21ANSP_BL39 A Group Signature and Authentication Scheme for Blockchain-

based Mobile Edge Computing 

 

Blockchain-based mobile edge computing (BMEC) is an innovative 

architecture, which is essential in the future fifth-generation (5G) 

network era. BMEC solves the problem of limited computing 

resources of devices in the mobile blockchain environment while 

ensuring the distributed deployment of computing resources and the 

traceable of transaction data. However, the blockchain technology 

has many security vulnerabilities, among which attacks against 

consensus algorithms are particularly serious, i.e., double-spend 

attacks, long-range attacks, selfish mining. All of these attacks can 

break the integrity of BMEC, allowing the correct block record to 

be overwritten with a false one. In this paper, we propose a group 

signature scheme designed for validating blocks of blockchain to 

address such issues. Each new block will be regarded as a valid 

block if it obtains a valid group aggregate signature of the group 

which the block creator belongs to. We describe in detail the process 

of authentication and key changes when mobile devices join and 

leave BMEC. We also provide a more efficient authentication 

scheme of authenticating mobile devices compared to traditional 

schemes in BMEC. Lastly, the security analysis is presented to prove 

that our proposed group signature scheme is effective. 
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21ANSP_BL40 Blockchain-based e-Tendering System 

 

The tendering process is generally used by governments and 

companies to procure goods or services from manufacturing 

companies or service providers. However, e-tendering being the 

mostly used procurement method, there are various security 

implications present. Blockchain technology can be used to solve 

these security implications as it heavily focuses on the 

decentralization of information and is secured by encryption 

integrated with undeniable block-based architecture for transaction 

management. In this paper, how smart contracts (based on ethereum 

blockchain) can be employed to design a distributed e-tendering 

system is explored. The project is divided into four sections, 1. 

Tender creation and publishing process, 2.Bidding process on the 

tender, 3.Evaluation, and Negotiation of the bid and 4.Selection of 

the Winning bid. Different algorithms are used to implement each 

process. The security and audibility challenges are evaluated and 

compared to the current tendering process. The main aim of this 

paper is to implement a fair, transparent and open tendering scheme. 
21ANSP_BL41 Criticality Aware Orderer for Heterogeneous Transactions in 

Blockchain 

 

Blockchain enabled systems are becoming increasingly popular in 

recent times, spreading across variety of domains such as finance, 

supply chain management, healthcare, etc. These systems usually 

involve homogeneous transactions with similar latency 

requirements. However, as increasingly complex systems are 

enabled through blockchain, they will include a variety of 

heterogeneous transactions having different latency requirements. 

For example, an IoT system such as smart building may include 

transactions corresponding to varied services like payment, 

biometric registration, etc. Present blockchain systems are 

transaction metadata agnostic in their ordering step i.e. during 

ordering and bundling of transactions into blocks. Since transactions 

in complex systems are heterogeneous in nature, a framework that 

prioritizes transactions having low latency requirements would be 

more suitable. In this work, we propose various transaction 

criticality aware ordering services and comprehensively evaluate 

them on a handcrafted smart building scenario. Our experiments 

demonstrate that a single ordering service is not suitable (in terms of 

number of transactions missing their latency requirement) for all 

practical scenarios. We demonstrate that selection of a suitable 
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ordering service may give up to 58.25% improvement over other 

ordering services. 

 


