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IEEE 2020-21 COULD COMPUTING  

CODE TITLE AND ABSTRACT 

21ANSP_CC01 A Secure Data Dynamics and Public Auditing Scheme for 

Cloud Storage 

Cloud computing is an evolving technology that provides data storage 

and highly fast computing services at a very low cost. All data stored in 

the cloud is handled by their cloud service providers or the caretaker of 

the cloud. The data owner is concerned about the authenticity and 

reliability of the data stored in the cloud as the data owners. Data can be 

misappropriated or altered by any unauthorized user or person. This 

paper desire to suggest a secure public auditing scheme applying third 

party auditors to authenticate the privacy, reliability, and integrity of 

data stored in the cloud. This proposed auditing scheme composes the 

use of the AES-256 algorithm for encryption, SHA-512 for integrity 

check and RSA-15360 for public key encryption. And perform data 

dynamics operation which deals with mostly insertion, deletion, and, 

modification. 

21ANSP_CC02 Towards Cloud Computing and Blockchain Integrated 

Applications 
  

Cloud Computing is a technology widely used in academia and industry, 

providing varied services on demand. Blockchain technology was 

developed initially for the creation of a crypto-currency and nowadays 

is being exploited for several other applications, such as health, 

agriculture, IoT and education. Some work initiatives are already taking 

place with the integration of these two technologies, either for research 

or for cloud service provision. This article aims to present a preliminary 

discussion on some aspects of integration between blockchain and cloud 

computing. Contributions of this paper include: (i) presentation of two 

integrated commercial cloud computing and blockchain environments; 

and (ii) some research opportunities on the use of both environments. 
21ANSP_CC03 PKE-MET: Public-Key Encryption with Multi-Ciphertext 

Equality Test in Cloud Computing 
 

Cloud computing enables users to remove the necessity of the need of 

local hardware architecture, which removes the burden of the users from 
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high computation costs. Therefore, it has attracted much attention and 

research has been conducted heavily on it. To protect users’ privacy, 

data is usually encrypted prior to being sent to the cloud server. As the 

resulting system is unusable, since the cloud can no longer search 

throughout the data, new cryptographic primitive such as public-key 

encryption with equality test (PKEET) has been introduced. In PKEET, 

users can test whether the underlying messages of two ciphertexts 

encrypted under different public keys are equal or not without the need 

to decrypt those ciphertexts. This is a very useful tool, especially for the 

cloud database, since PKEET mainly focuses on the equality test 

between two ciphertexts. However, in practice, the cloud server may 

need to verify the equivalence among more than two ciphertexts. This 

leads to disclosing unnecessary information of users and redundant 

computation cost will also occur when using traditional PKEET 

schemes. How to make this more efficient and practical remains an 

interesting research problem. In this paper, to solve the aforementioned 

problems by providing a novel concept of public-key encryption with 

multi-ciphertext equality test (PKE-MET). In PKE-MET, each 

ciphertext can designate a number s such that the cloud server can only 

perform equality test on this ciphertext with other s − 1 ciphertexts, 

where all their designated numbers are s. For PKE-MET, besides 

traditional OW-CPA and IND-CPA security, we specially define 

Number security. We instantiate PKE-MET to a concrete scheme and 

give its security proof. Furthermore, to enable the primitive to be more 

practical in applications, we extend it to the concept of PKE with 

flexible MET (PKE-FMET). In PKE-FMET, the cloud server can 

perform equality test on any number of ciphertexts as long as the 

maximum number of their designated numbers is less than or equal to 

the number of ciphertexts. We construct a PKE-FMET scheme based on 

our PKE-MET construction and prove its security under the defined 

security models. Besides, the performance analysis mainly of efficiency 

and security between our constructions and existing equality test 

schemes in cloud computing show that our proposed schemes are more 

efficient and secure in the multi-ciphertext scenario 
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21ANSP_CC04 Complying with Data Handling Requirements in Cloud 

Storage Systems 
 

In past years, cloud storage systems saw an enormous rise in usage. 

However, despite their popularity and importance as underlying 

infrastructure for more complex cloud services, today’s cloud storage 

systems do not account for compliance with regulatory, organizational, 

or contractual data handling requirements by design. Since legislation 

increasingly responds to rising data protection and privacy concerns, 

complying with data handling requirements becomes a crucial property 

for cloud storage systems. We present PRADA, a practical approach to 

account for compliance with data handling requirements in key-value 

based cloud storage systems. To achieve this goal, PRADA introduces 

a transparent data handling layer, which empowers clients to request 

specific data handling requirements and enables operators of cloud 

storage systems to comply with them. We implement PRADA on top of 

the distributed database Cassandra and show in our evaluation that 

complying with data handling requirements in cloud storage systems is 

practical in real-world cloud deployments as used for microblogging, 

data sharing in the Internet of Things, and distributed email storage. 
21ANSP_CC05 Secure Cloud Storage with Data Dynamics Using Secure 

Network Coding Techniques 
 

In the age of cloud computing, cloud users with limited storage can 

outsource their data to remote servers. These servers, in lieu of monetary 

benefits, offer retrievability of their clients’ data at any point of time. 

Secure cloud storage protocols enable a client to check integrity of 

outsourced data. In this work, we explore the possibility of constructing 

a secure cloud storage for dynamic data by leveraging the algorithms 

involved in secure network coding. We show that some of the secure 

network coding schemes can be used to construct efficient secure cloud 

storage protocols for dynamic data, and we construct such a protocol 

(DSCS I) based on a secure network coding protocol. To the best of our 

knowledge, DSCS I is the first secure cloud storage protocol for 

dynamic data constructed using secure network coding techniques 

which is secure in the standard model. Although generic dynamic data 

support arbitrary insertions, deletions and modifications, append-only 

data find numerous applications in the real world. We construct another 

secure cloud storage protocol (DSCS II) specific to append-only data — 

that overcomes some limitations of DSCS I. Finally, we provide 
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prototype implementations for DSCS I and DSCS II in order to evaluate 

their performance. 

21ANSP_CC06 Personality- and Value-aware Scheduling of User Requests in 

Cloud for Profit Maximization 
 

The main goal of a cloud provider is to make profits by providing 

services to users. Existing profit optimization strategies employ 

homogeneous user models in which user personality is ignored, 

resulting in fewer profits and particularly notably lower user satisfaction 

that in turn, leads to fewer users and reduced profits. In this paper, we 

propose efficient personality-aware request scheduling schemes to 

maximize the profit of the cloud provider under the constraint of user 

satisfaction. Specifically, we first model the service requests at the 

granularity of individual personality and propose a personalized user 

satisfaction prediction model based on questionnaires. Subsequently, 

we design a personality-guided integer linear programming (ILP)-based 

request scheduling algorithm to maximize the profit under the constraint 

of user satisfaction, which is followed by an approximate but 

lightweight value assessment and cross entropy (VACE)-based profit 

improvement scheme. The VACE-based scheme is especially tailored 

for applications with high scheduling resolution. Extensive simulation 

results show that our satisfaction prediction model can achieve the 

accuracy of up to 83%, and our profit optimization schemes can improve 

the profit by at least 3.96% as compared to the benchmarking methods 

while still obtaining a speedup of at least 1.68x 
21ANSP_CC07 Fast Secure and Anonymous Key Agreement Against Bad 

Randomness for Cloud Computing 
 

In cloud computing, resources are usually in cloud service provider’s 

network and typically accessed remotely by the cloud users via public 

channels. Key agreement enables secure channel establishment over a 

public channel for the secure communications between a cloud user and 

a cloud service provider. Existing key agreement protocols for cloud 

computing suffer from some challenges, e.g., realizing low connection 

delay, eliminating certificate management problem, enhancing user 

privacy and avoiding bad randomness. To tackle these challenges, we 

propose a certificate less 0-RTT anonymous AKA protocol against bad 

randomness for secure channel establishment in cloud computing. As a 

0-RTT protocol, it significantly speeds up the efficiency of the secure 
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channel establishment process. Further, our protocol does not need for 

the certificates to bind a public key with an entity’s identity and hence 

solves the certificate management problem. Finally, concrete security 

analysis of the protocol is also proposed. The protocol not only satisfies 

the traditional security attributes (e.g., known-key security, unknown 

key-share), but also strong security guarantees, i.e., user privacy and bad 

randomness resistance. 

21ANSP_CC08 Groupchain: Towards a Scalable Public Blockchain in Fog 

Computing of IoT Services Computing 
 

Powered by a number of smart devices distributed throughout the whole 

network, the Internet of Things (IoT) is supposed to provide services 

computing for massive data from devices. Fog computing, an extension 

of cloud-based IoT-oriented solutions, has emerged with requirements 

for distribution and decentralization. In this respect, the conjunction 

with Blockchain provides a natural solution for decentralization, as well 

as potentially helps fog computing overcome some deficiencies such as 

security and privacy then consequently expand the application scope of 

IoT. However, one of the key challenges of block chain’s integration 

with fog computing is scalability. To end this, this work proposes 

Groupchain, a novel scalable public blockchain of a two-chain structure 

suitable for fog computing of IoT services computing. Groupchain 

employs the leader group to collectively commit blocks for higher 

transaction efficiency and introduces bonus and deposit into the 

incentive mechanism to supervise behaviors of members in the leader 

group. Our security analysis shows that Groupchain retains the security 

of Bitcoin-like blockchain and enhances defense against attacks such as 

double-spend and selfish mining. We implement a prototype of 

Groupchain and conducted experiments. The experimental results 

demonstrate that Groupchain achieves optimization on transaction 

throughput and confirmation latency which are argued in Bitcoin. 



ANSPRO TECHNOLOGIES 

#7, 100 FT MAIN ROAD, VYSYA BANK COLONY, NEAR JAYADEVA HOSPITAL, BTM 2nd SATGE 
BANGALORE-560076, Karnataka. Mob: 8095286693 / 9886832434 

                                                                 Email:info@ansprotech.com   
                                                                        www.ansprotech.com                                      
 

21ANSP_CC09 Lightweight and Privacy-Preserving ID-as-a-Service 

Provisioning in Vehicular Cloud Computing 
 

Vehicular cloud computing (VCC) is composed of multiple distributed 

vehicular clouds (VCs), which are formed on-the-fly by dynamically 

integrating underutilized vehicular resources including computing 

power, storage, and so on. Existing proposals for identity-as-a-service 

(IDaaS) are not suitable for use in VCC due to limited computing 

resources and storage capacity of on board vehicle devices. In this paper, 

we first propose an improved ciphertext-policy attribute-based 

encryption (CPABE) scheme. Utilizing the improved CP-ABE scheme 

and the permissioned blockchain technology, we propose a lightweight 

and privacy-preserving IDaaS architecture for VCC named 

IDaaSoVCC. It realizes lightweight and privacy-preserving access 

control of vehicles’ personally identifiable information (PII) in a large 

distributed vehicular cloud system. Security analysis demonstrates the 

security features of IDaaSoVCC, most notably forward secrecy, 

confidentiality and identity information privacy. Meanwhile, we verify 

that IDaaSoVCC is feasible and practical in a large distributed VC 

system through extensive simulations. 
21ANSP_CC10 Lightweighted Secure Searching Over Public-Key Ciphertexts 

for Edge-Cloud-Assisted Industrial IoT Devices 
 

For the industrial Internet of Things (IIoT), public-key encryption with 

keyword search (PEKS) is a type of applicable and promising 

encryption technique to maintain the data stored in clouds secure and 

searchable. To further improve the efficiency of searching, it is popular 

to introduce edge computing near the IIoT as the substitute for a cloud. 

However, the straightforward collaboration of the two techniques 

performs negatively in latency-sensitive applications since the sluggish 

encryption of PEKS by IIoT devices negates the instant reaction of 

edges. To meet this challenge, in this article, we exploit the capability 

of the edge-cloud architecture and propose a lightweight designed 

scheme called edge-aided searchable public-key encryption (ESPE). It 

allows IIoT devices to delegate their costly cryptographic operations to 

the nearby edge for fast computing and guarantees that all outsourced 

ciphertexts are semantically secure. Consequently, ESPE accelerates the 

corresponding ciphertext procedures on edges and saves over 70% 

encryption cost of an IIoT device. 
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21ANSP_CC11 Secure Data Sharing and Search for Cloud-Edge-Collaborative 

Storage 
 

Cloud-edge-collaborative storage (CECS) is a promising framework to 

process data of the internet of things (IoT). It allows edge servers to 

process IoT data in real-time and stores them on a cloud server. Hence, 

it can rapidly respond to the requests of IoT devices, provide a massive 

volume of cloud storage for IoT data, and conveniently share IoT data 

with users. However, due to the vulnerability of edge and cloud servers, 

CECS suffers from the risk of data leakage. Existing secure CECS 

schemes are secure only if all edge servers are trusted. In other words, 

if any edge server is compromised, all cloud data (generated by IoT 

devices) will be leaked. Additionally, it is costly to request expected 

data from the cloud, which is linear with respect to the number of edge 

servers. To address the above problems, we propose a new secure data 

search and sharing scheme for CECS. Our scheme improves the existing 

secure CECS scheme in the following two ways. First, it enables users 

to generate a public-and-private key pair and manage private keys by 

themselves. In contrast, the existing solution requires edge servers to 

manage users’ private keys. Second, it uses searchable public-key 

encryption to achieve more secure, efficient, and flexible data searching. 

In terms of security, our scheme ensures the confidentiality of cloud data 

and secure data sharing and searching and avoids a single point of 

breakthrough. In terms of performance, the experimental results show 

that our scheme significantly reduces users’ computing costs by 

delegating most of the cryptographic operations to edge servers. 

Especially, our scheme reduces the computing and communication 

overhead for generating a search trapdoor compared with the existing 

secure CECS scheme. 
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21ANSP_CC12 mVideo: Edge Computing Based Mobile Video Processing 

Systems 
 

Computer vision is widely used to detect anomalies in video processing 

systems for public safety. Applying Deep Neural Networks (i.e., DNNs) 

in computer vision can achieve a high detection accuracy but it requires 

a huge amount of computing power, storage space, and video data. Thus, 

DNNs-based video analytics is mostly deployed in the cloud with video 

data steaming from a set of stationary cameras. There are mainly three 

issues in this setting. First, steaming a huge amount of video data from 

cameras to cloud leads to high bandwidth consumption and latency. 

Second, when DNNs are deployed on resource-limited devices like edge 

nodes to reduce communication costs, it is hard to achieve a high 

detection accuracy. Third, stationary cameras can only collect a limited 

amount of video data that covers a small area, so it barely satisfies the 

needs of the real-time analytics in applications like public safety. We 

propose a mobile edge computing-based video stream processing 

platform, mVideo, which conducts video analytics making full use of 

resources at the collaborative edge and cloud nodes. On the mVideo, a 

mechanism is designed to partition a video analysis task based on 

available resources on the mobile edge node. Then, the edge nodes pre-

process video data using a lightweight DNN model and upload the 

results to cloud nodes for further analysis. Thus mVideo not only 

collects video data that covers a large area, but also reduces the 

communication costs. To validate the proposed platform, a face 

recognition application is deployed on the mVideo prototype. 

Experimental results reveal that compared with the existing cloud 

computing model, mVideo reduces video data volume transmitted to the 

cloud nodes and power consumption by up to 99.5% and 96.2%, 

respectively. mVideo also improves the execution time by 90.0% to 

optimize mobile video analytics performance. 
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21ANSP_CC13 Cost-Efficient Outsourced Decryption of Attribute-Based 

Encryption Schemes for Both Users and Cloud Server in Green 

Cloud Computing 
 

To reduce a user’s decryption cost and protect the private information 

from being leaked, Green et al. proposed an approach our sourcing the 

decryption of the attribute based encryption (ABE) scheme to the cloud 

server. Later, almost all ABE schemes with outsourced decryption 

(ABE-OD) used their model or approach. However, the cloud server 

needs to repeat the outsourced decryption service of the same ciphertext 

for distinct users satisfying the same access policy in these schemes. 

Green computing is the atmosphere conscientious and recyclable 

utilization of resources. The green cloud networks can reduce their cost 

or energy requirements by adapting its performance, optimizing 

resources management and services. The method is not efficient for the 

cloud server in the green cloud networks. In this article, to take into 

account recyclable utilization of resources for the cloud server, we put 

forward a new and secure approach to reduce total overhead of the cloud 

server when many users satisfying an access policy require the 

outsourced decryptions for the same ciphertext besides decreasing the 

decryption computation cost for users. Compared with the existing 

ABE-OD schemes, our total overhead of the cloud server is independent 

of the number of the users who satisfy an access policy and request the 

outsourcing decryption service. Finally, we extend our approach to a 

RCCA-secure ABE-OD scheme. 
21ANSP_CC14 Context-Aware Trust and Reputation Model for Fog-Based 

IoT 
 

Trust and reputation are important terms whether the communication is 

Humans-to-Human (H2H), Human-Machine-Interaction (HMI) or 

Machine-to-Machine (M2M). As Cloud computing and the internet of 

things (IoT) bring new innovations, they also cause various security and 

privacy issues. As numerous devices are continuously integrating as a 

core part of IoT, it is necessarily important to consider various security 

issues such as the trustworthiness of a user or detection of a malicious 

user. Moreover, fog computing also known as edge computing is 

revolutionizing the Cloud-based IoT by providing the Cloud services at 

the edge of the network, which can provide aid in overcoming security, 

privacy and trust issues. In this work, we propose a context-aware trust 

evaluation model to evaluate the trustworthiness of a user in a Fog based 
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IoT (FIoT). The proposed approach uses a context-aware multi-source 

trust and reputation based evaluation system which helps in evaluating 

the trustworthiness of a user effectively. Further, we use context-aware 

feedback and feedback crawler system which helps in making trust 

evaluation unbiased, effective and reliable. Furthermore, we introduce 

monitor mode for malicious/untrustworthy users, which helps in 

monitoring the behavior and trustworthiness of a user. The proposed 

approach uses several tunable factors, which can be tuned based on the 

system’s requirements. The simulations and results indicate that our 

approach is effective and reliable to evaluate the trustworthiness of a 

user 

21ANSP_CC15 Enhanced QoS-Based Model for Trust Assessment in Cloud 

Computing Environment 
 

Trust management becomes an urgent requirement in the cloud 

environment and a trust relationship between service user and service 

provider is required. Trust is the estimation of the ability of cloud 

resources in completing a task based on some criteria such as 

availability, reliability, and resource processing power. In this paper, an 

enhanced QoS-based model for evaluating the trustworthiness of the 

cloud provider is introduced. The proposed model calculates the 

accumulative trust value which is updated dynamically at each 

transaction and reflects the current or latest transaction of the provider 

in the cloud. The trustworthiness of a cloud resource is evaluated based 

on its provider reputation history from user feedback ratings based on 

the covariance mathematical technique to evaluate the credibility of the 

user’s feedback. The trustworthiness of a cloud resource is also 

evaluated by calculating the computing power of resources at run-time. 

Experimental results confirm the effect of user opinion and resources 

processing speed on trust value calculation, which in turn assesses the 

trustworthiness of the cloud provider. The simulation has been 

performed using the CloudSim with the platform Eclipse for developing 

the proposed model. 
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21ANSP_CC16 AuthPrivacyChain: A Blockchain-Based Access Control Framework 

With Privacy Protection in Cloud 

 

Cloud is a computing model that provides sharing and supports 

ubiquitous on-demand access computing, providing new data 

processing and services for many industries, significantly reducing user 

computing and storage costs, and improving ease of use. With the 

development of cloud-scale and intensification, cloud security has 

become an essential issue in the field of cloud computing. Access 

control is one of the critical security technologies for protecting 

sensitive data stored in the cloud by enterprises and individuals. Since 

the centralized access control mechanism is adopted in the cloud, the 

sensitive data in the cloud are easy to be tampered with or leaked by 

hackers or cloud internal managers. To address this issue, we propose a 

blockchain-based access control framework with privacy protection 

called AuthPrivacyChain. Firstly, we use the account address of the 

node in blockchain as the identity, and at the same time, redefine the 

access control permission of data for the cloud, which is encrypted and 

stored in blockchain. After that, we design processes of access control, 

authorization, and authorization revocation in AuthPrivacyChain. 

Finally, we implement AuthPrivacyChain based on enterprise operation 

system (EOS), and the results show that AuthPrivacyChain can not only 

prevent hackers and administrators from illegally accessing resources, 

but also protect authorized privacy 
21ANSP_CC17 CloudDLP: Transparent and Scalable Data Sanitization for 

Browser-Based Cloud Storage 

 
Browser-based cloud storage services are still broadly used in 

enterprises for online sharing and collaboration. However, sensitive 

information in images or documents may be easily leaked outside 

trusted enterprise on-premises due to such cloud services. Existing 

solutions to prevent data leakage in cloud storage services either limit 

many functionalities of cloud applications or are difficult to be scaled to 

various cloud applications. In this paper, we propose CloudDLP, a 

transparent and scalable approach for enterprises to automatically 

sanitize sensitive data in images and documents with various browser-

based cloud applications. CloudDLP is deployed as an internet gateway 

within the premises of an enterprise using JavaScript injecting 

techniques and deep learning methods to sanitize sensitive premise data. 

It neither compromises the user experience nor significantly affects 
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application functionalities in browser-based cloud storage services. We 

have evaluated CloudDLP with a number of real-world cloud 

applications. Our experimental results show that it can achieve 

automatic data sanitization with cloud storage services while preserving 

most functionalities of cloud applications. 

21ANSP_CC18 Publicly Verifiable and Efficient Fine-Grained Data Deletion 

Scheme in Cloud Computing 
 

Cloud storage, one of the most attractive services offered by cloud 

computing, can provide users with boundless storage capacity. Thus, 

users can outsource their data to the cloud server for greatly saving local 

storage overhead. However, in cloud storage, due to the separation 

between data ownership and management, users lose the direct control 

over their outsourced data, resulting in plenty of security and privacy 

problems. In this paper, we focus on the problem of verifiable 

outsourced data deletion, which is important but received less attention 

in industry and academia. We propose an efficient fine-grained 

outsourced data deletion scheme based on invertible Bloom filter, which 

can also achieve public and private verifiability of the storage and 

deletion results. If the cloud server does not honestly maintain/delete the 

data and generate corresponding evidences, users can easily detect the 

cloud server’s malicious behaviors with an overwhelming probability. 

Meanwhile, in data deletion and deletion result verification processes, 

the computational complexity is independent of the number of 

outsourced data blocks, which makes the proposed scheme be suitable 

for large-scale data deletion scenario. Moreover, we provide the detailed 

security analysis and performance evaluation, which can respectively 

demonstrate the security and practicability of the proposed scheme. 
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21ANSP_CC19 CSEF: Cloud-Based Secure and Efficient Framework for 

Smart Medical System Using ECC 
 

Smart architecture is the concept to manage the facilities via internet 

utilization in a proper manner. There are various technologies used in 

smart architecture such as cloud computing, internet of things, green 

computing, automation and fog computing. Smart medical system 

(SMS) is one of the application used in architecture, which is based on 

communication networking along with sensor devices. In SMS, a doctor 

provides online treatment to patients with the help of cloud-based 

applications such as mobile device, wireless body area network, etc. 

Security and privacy are the major concern of cloud-based applications 

in SMS. To maintain, security and privacy, we aim to design an elliptic 

curve cryptography (ECC) based secure and efficient authentication 

framework for cloud-assisted SMS. There are six phases in the proposed 

protocol such as: patient registration phase, healthcare center upload 

phase, patient data upload phase, treatment phase, checkup phase and 

emergency phase. In CSEF, there are four entities like healthcare center, 

patient, cloud and doctor. In CSEF, mutual authentication establishes 

between healthcare center and cloud, patient and cloud, doctor and 

cloud, and patient and healthcare center by the using ECC and hash 

function. The CSEF is secure against security attacks, and satisfies 

many security attributes such as man-in-the-middle attack, 

impersonation attack, data non-repudiation, doctor anonymity, replay 

attack, known-key security property, message authentication, patient 

anonymity, data confidentiality, stolen-verifier attack, parallel session 

attack and session key security. Further, the CSEF is efficient in terms 

of computation and communication compared to others related 

frameworks. As a result, CSEF can be utilized in cloud-based SMS. 
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21ANSP_CC20 A Scalable Attribute-Based Access Control Scheme with 

Flexible Delegation cum Sharing of Access Privileges for 

Cloud Storage 
 

Nowadays cloud servers have become the primary choice to store and 

share data with multiple users across the globe. The major challenge in 

sharing data using cloud servers is to protect data against untrusted 

cloud service provider and illegitimate users. Attribute-Based 

Encryption (ABE) has emerged as a useful cryptographic technique to 

securely share data with legitimate recipients in fine-grained manner. 

Several solutions employing ABE have been proposed to securely share 

data using cloud servers. However, most of the solutions are data owner-

centric and focus on providing data owner complete control on his 

outsourced data. The existing solutions in cloud computing fail to 

provide shared access privileges among users and to enable cloud users 

to delegate their access privileges in a flexible manner. In order to 

simultaneously achieve the notion of fine-grained access control, 

scalability and to provide cloud users shared access privileges and 

flexibility on delegation of their access privileges, we propose a scalable 

attribute-based access control scheme for cloud storage. The scheme 

extends the ciphertext policy attribute-based encryption to achieve 

flexible delegation of access privileges and shared access privileges 

along with scalability and fine-grained access control. The scheme 

achieves scalability by employing hierarchical structure of users. 

Furthermore, we formally prove the security of our proposed scheme 

based on security of the ciphertext-policy attribute-based encryption. 

We also implement the algorithm to show its scalability and efficiency. 
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21ANSP_CC21 Dynamic resource allocation method based on Symbiotic 

Organism Search algorithm in cloud computing 

 

Cloud computing is a popular and powerful paradigm for leasing IT 

services over the Internet. It allows sharing the resources among a large 

number of consumers. This requires allocating and releasing resources 

dynamically over time. Since resources are paid as are used, ensuring a 

better level of service is a challenge for cloud providers. They must 

provide enough resources to meet user needs with maintaining the 

quality of service. Therefore, QoS is a serious problem that arises during 

the dynamic management of heterogeneous resources. This type of 

problem can be resolved by minimizing execution time and resource 

reservation prices. It is necessary to integrate a new method well enough 

to improve the performance of the cloud, in this area. This paper 

presents a dynamic resource allocation model for the cloud computing 

environment. In addition, we propose a meta-heuristic approach named 

Multi-Objectives Symbiotic Organism Search algorithm (MOSOS) for 

resource allocation. We specifically designed MOSOS to minimize both 

the makespan and cost. Simulation results revealed that MOSOS gave a 

better result compared to other methods. It shown significant adaptation 

with the dynamic change of the cloud, as well as minimizing the 

execution time. Hence, improving the QoS given to cloud users. 
21ANSP_CC22 Cloud-based Privacy-Preserving Collaborative Consumption for 

Sharing Economy 

 

Cloud computing has been a dominant paradigm for a variety of 

information processing platforms, particularly for enabling various 

popular applications of sharing economy. However, there is a major 

concern regarding data privacy on these cloud-based platforms. This 

work presents novel cloud-based privacy-preserving solutions to 

support collaborative consumption applications for sharing economy. In 

typical collaborative consumption, information processing platforms 

need to enable fair cost-sharing among multiple users for utilizing 

certain shared facilities and communal services. Our cloud-based 

privacy-preserving protocols, based on homomorphic Paillier 

cryptosystems, can ensure that the cloud-based operator can only obtain 

an aggregate schedule of all users in facility sharing, or a service 

schedule conforming to service provision rule in communal service 

sharing, but is unable to track the personal schedules or demands of 

individual users. More importantly, the participating users are still able 

to settle cost-sharing among themselves in a fair manner for the incurred 



ANSPRO TECHNOLOGIES 

#7, 100 FT MAIN ROAD, VYSYA BANK COLONY, NEAR JAYADEVA HOSPITAL, BTM 2nd SATGE 
BANGALORE-560076, Karnataka. Mob: 8095286693 / 9886832434 

                                                                 Email:info@ansprotech.com   
                                                                        www.ansprotech.com                                      
 

costs, without knowing each other’s private schedules or demands. Our 

privacy-preserving protocols involve no other third party who may 

compromise privacy. We also provide an extensive evaluation study and 

a proof-of-concept system prototype of our protocols 

21ANSP_CC23 Efficient Proofs of Retrievability with Public Verifiability for 

Dynamic Cloud Storage 
 

Cloud service providers offer various facilities to their clients. The 

clients with limited resources opt for some of these facilities. They can 

outsource their bulk data to the cloud server. The cloud server maintains 

these data in lieu of monetary benefits. However, a malicious cloud 

server might delete some of these data to save some space and offer this 

extra amount of storage to another client. Therefore, the client might not 

retrieve her file (or some portions of it) as often as needed. Proofs of 

retrievability (PoR) provide an assurance to the client that the server is 

actually storing all of her data appropriately and they can be retrieved at 

any point of time. In a dynamic PoR scheme, the client can update her 

data after she uploads them to the cloud server. Moreover, in publicly 

verifiable PoR schemes, the client can delegate her auditing task to some 

third party specialized for this purpose. In this work, we exploit the 

homomorphic hashing technique to design a publicly verifiable dynamic 

PoR scheme that is more efficient (in terms of bandwidth required 

between the client and the server) than the “state-of-the-art” publicly 

verifiable dynamic PoR scheme. We also analyze security and 

performance of our scheme. 
21ANSP_CC24 Efficient Ranked Multi-Keyword Retrieval With Privacy 

Protection for Multiple Data Owners in Cloud Computing 
 

With the significant rise in the demand for infinite storage resource and 

high-quality retrieval service, cloud computing is deemed to be a highly 

remarkable technology. For privacy concerns, several research works 

on ranked multi-keyword search over the encrypted cloud data under 

multiple data owner model have been developed. However, most of 

these schemes are vulnerable to keyword guessing attacks and 

equivalence test attack. Besides, they cannot accurately return the top-k 

ranked search results from the encrypted data of different data owners 

to the data users. Obviously, these drawbacks may incur leakage of 

privacy-sensitive keyword information and the inaccuracy of returned 

search results. Therefore, in this article, we first propose a novel 
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efficient ranked multi-keyword retrieval scheme with keyword privacy 

for multiple data owners, which empowers the cloud server to perform 

multikeyword search over the cloud data and then, return the top-k 

ranked search results to data users without leaking any keyword and 

trapdoor information. Additionally, we show through rigorous security 

analysis that our scheme is secure against the attacks launched by inside 

attackers and outside attackers. Finally, the performance evaluation 

indicates that our scheme has more satisfactory features than the 

existing ranked multi-keyword search schemes. 
21ANSP_CC25 Energy-Efficient Decision Making for Mobile Cloud 

Offloading 
 

Mobile cloud offloading migrates heavy computation from mobile 

devices to remote cloud resources or nearby cloudlets. It is a promising 

method to alleviate the struggle between resource-constrained mobile 

devices and resource-hungry mobile applications. Caused by frequently 

changing location mobile users often see dynamically changing network 

conditions which have a great impact on the perceived application 

performance. Therefore, making high-quality offloading decisions at 

run time is difficult in mobile environments. To balance the energy-

delay trade-off based on different offloading-decision criteria (e.g., 

minimum response time or energy consumption), an energy-efficient 

offloading-decision algorithm based on Lyapunov optimization is 

proposed. The algorithm determines when to run the application locally, 

when to forward it directly for remote execution to a cloud infrastructure 

and when to delegate it via a nearby cloudlet to the cloud. The algorithm 

is able to minimize the average energy consumption on the mobile 

device while ensuring that the average response time satisfies a given 

time constraint. Moreover, compared to local and remote execution, the 

Lyapunov-based algorithm can significantly reduce the energy 

consumption while only sacrificing a small portion of response time. 

Furthermore, it optimizes energy better and has less computational 

complexity than the Lagrange Relaxation based Aggregated Cost 

(LARAC-based) algorithm. 
21ANSP_CC26 Cloud/Edge Computing Service Management in Blockchain 

Networks: Multi-leader Multi-follower Game-based ADMM 

for Pricing 
 

The mining process in public block chains with the Nakamoto 

consensus protocol requires solving a computational puzzle, i.e., proof-
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of-work, which is resource expensive to implement in lightweight 

devices with limited computing resources and energy. Thus, renting 

mining service from cloud providers becomes a reasonable solution, 

which is called cloud mining. This enables users who want to mine, i.e., 

miners, to purchase and lease an amount of hashing power from the 

cloud/edge providers without any hassle of managing the infrastructure. 

In this paper, we study the interactions among the cloud/edge providers 

and miners in blockchain using a multi-leader multi-follower game-

theoretic approach, in order to support proof-of-work based blockchains 

application. Due to the inherent complexity of the formulated game, we 

employ the Alternating Direction Method of Multipliers (ADMM) 

algorithm to investigate the optimum solution. Utilizing the 

decomposition characteristics and fast convergence of ADMM, we 

obtain the optimum results in a distributed manner. Simulation results 

demonstrate that with the proposed solutions, the optimization of the 

utilities of miners and the profits of providers can be jointly achieved. 
21ANSP_CC27 Match in My Way: Fine-Grained Bilateral Access 

Control for Secure Cloud-Fog Computing 
 

Cloud-fog computing is a novel paradigm to extend the functionality of 

cloud computing to provide a variety of on-demand data services via the 

edge network. Many cryptographic tools have been introduced to 

preserve data confidentiality against the untrustworthy network and 

cloud servers. However, how to efficiently identify and retrieve useful 

data from a large number of ciphertexts without a costly decryption 

mechanism remains a challenging problem. In this paper, we introduce 

a cloud-fog-device data sharing system (CFDS) with data 

confidentiality and data source identification simultaneously based on a 

new cryptographic primitive named matchmaking attribute-based 

encryption (MABE) by extending matchmaking encryption in 

CRYPTO’19. Our solution offers a secure fine-grained bilateral access 

control that includes (1) fine-grained sender access control; (2) fine-

grained receiver access control; (3) sender privacy; and (4) performance 

optimization via outsourcing data source identification to fog nodes. We 

give the formal definition and security models of MABE, and present a 

concrete construction with formal security proofs. We also offer a 

detailed security analysis of our proposed CFDS against real-world 

security threats. The extensive comparison and experimental simulation 

demonstrate that, by immigrating heavy workload to fog nodes, our 

scheme has better functionalities and performances than the most related 

solutions. 
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