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CODE TITLE AND ABSTRACT 

21ANSP_CR01 Hybrid Cryptography Algorithm For Secure And Low Cost 

Communication 

In a client-server architecture or open networks such as the internet, 

transmission of data may lead to leak of confidential information. The 

objective of encryption is to secure or protect data from unauthorized 

access or modifications. In this paper a hybrid cryptography algorithm 

is proposed in order to achieve confidentiality and increase security in 

the communications taking place over the internet. The paper also 

focuses on the time taken for the encryption and decryption process so 

that the algorithm is not CPU exhaustive. 

21ANSP_CR02 Application of Visual Cryptography Scheme in Software Watermarking 

 

Software watermark is a unique identifier that is embedded in software 

that can be extracted later to prove the identity of the owner. Software 

is prone to threats like piracy, modification, and illicit use. In this 

technologically sophisticated period, software watermarking is 

necessary to authenticate ownership of the software. In the proposed 

scheme, collatz conjecture to embed the watermark is used and the input 

to collatz function is generated using a visual cryptographic scheme. 

The watermark value is split into different shares by the visual 

cryptographic secret sharing scheme. Instrumentation is done using sbt-

instrumentation to extract the watermark. The advantage of this scheme 

is that it is flexible for any number of embedding points. This 

watermarking scheme is also resistant to model checking and 

watermarking attacks. 

 
21ANSP_CR03 Implementation White Box Cryptography in Substitution-Permutation 

network 

 

Advances in technology have led not only to increased security and 

privacy but also to new channels of information leakage. New leak 

channels have resulted in the emergence of increased relevance of 

various types of attacks. One such attacks are Side-Channel Attacks, i.e. 

attacks aimed to find vulnerabilities in the practical component of the 

algorithm. However, with the development of these types of attacks, 
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methods of protection against them have also appeared. One of such 

methods is White-Box Cryptography. 

 
21ANSP_CR04 Combined Cryptography and Steganography for Enhanced Security in 

Suboptimal Images 

 

Technology has developed to a very great extent, and the use of smart 

systems has introduced an increasing threat to data security and privacy. 

Most of the applications are built-in unsecured operating systems, and 

so there is a growing threat to information cloning, forging tampering 

counterfeiting, etc.. This will lead to an un-compensatory loss for end-

users particularly in banking applications and personal data in social 

media. A robust and effective algorithm based on elliptic curve 

cryptography combined with Hill cipher has been proposed to mitigate 

such threats and increase information security. In this method, 

ciphertext and DCT coefficients of an image, embedded into the base 

image based on LSB watermarking. The ciphertext is generated based 

on the Hill Cipher algorithm. Hill Cipher can, however, be easily broken 

and has weak security and to add complexity, Elliptic curve 

cryptography (ECC), is combined with Hill cipher. Based on the ECC 

algorithm, the key is produced, and this key is employed to generate 

cipher text through the Hill cipher algorithm. This combination of both 

steganography and cryptography results in increased authority and 

ownership of the data for sub-optimal media applications. It is hard to 

extract the hidden data and the image without the proper key. The 

performance for hiding text and image into an image data have been 

analysed for sub-optimal multimedia applications. 
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21ANSP_CR05 An Extended Visual Cryptography Technique for Medical Image 

Security 

 

In today’s world, the internet is the fastest growing mode of 

communication. Hence, it is important to secure the data transmitted in 

this medium. The shared data could be in the forms of image, audio, 

video, etc. To provide secrecy of data many techniques have been 

proposed in the literature review. Visual cryptography is one among 

them. This paper proposes an Extended Visual Cryptography Technique 

(EVCT) for medical image security. Visual cryptography is a technique 

of sharing secret information in forms like images, text, etc. The 

technique proposed in the paper first encrypts the medical image and 

then embeds it into 3 cover images. Later on the receiver side, the secret 

image will be reconstructed from three shares (meaningful) followed by 

its decryption. The meaningful shares used in the proposed technique 

uses a 3 X 3 block size for each pixel in the secret image. No pixel 

expansion approach for encryption is proposed in the paper. The 

encryption and the embedding approaches are used in this process is 

lossless and less complex. 
21ANSP_CR06 Signature Image Hiding in Color Image using Steganography and 

Cryptography based on Digital Signature Concepts 

 

Data Transmission in network security is one of the most vital issues in 

today’s communication world. The outcome of the suggested method is 

outlined over here. Enhanced security can be achieved by this method. 

The vigorous growth in the field of information communication has 

made information transmission much easier. But this type of 

advancement has opened up many possibilities of information being 

snooped. So, day-by-day maintaining of information security is 

becoming an inseparable part of computing and communication. In this 

paper, the authors have explored techniques that blend cryptography & 

steganography together. In steganography, information is kept hidden 

behind a cover image. In this paper, approaches for information hiding 

using both cryptography & steganography is proposed keeping in mind 

two considerations - size of the encrypted object and degree of security. 

Here, signature image information is kept hidden into cover image using 

private key of sender & receiver, which extracts the information from 

stego image using a public key. This approach can be used for message 

authentication, message integrity & non- repudiation purpose. 
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21ANSP_CR07 Implementation of Elliptic Curve Cryptography over a Server-Client 

network 

 

With the rapid development and advancement in the field of 

cryptographic technology, people find various methods to hack 

information. For secured data communication, cryptography is one of 

the techniques. It fundamentally deals with encryption and decryption 

of a given data. ECC and RSA are two such methods of public key 

cryptography. The main advantage of ECC when compared with RSA 

is that it gives fairly equal amount of protection and safety against 

hackers even for lesser bit size of keys, hence reducing the computation 

power and bandwidth. This paper discusses the implementation of ECC 

using ElGamal algorithm over a server-client framework. 

Implementation is performed on Python IDE JetBrains PyCharm. 

 
21ANSP_CR08 A Modified Lightweight PRESENT Cipher For IoT Security 

 

Of late, the massive use of pervasive devices in the electronics field has 

raised the concerns about security. In embedded applications or IoT 

domain implementing a full-fledged cryptographic environment using 

conventional encryption algorithms would not be practical because of 

the constraints like power dissipation, area and speed. To overcome 

such barriers the focus is on lightweight cryptography. In this paper a 

new lightweight PRESENT cipher has been proposed which has 

modified the original PRESENT cipher by reducing encryption round, 

modifying the Key Register updating technique and adding a new layer 

in between S-box layer and P-layer of the existing encryption decryption 

process. The key register is updated by encrypting its value by adding 

delta value function of TEA (Tiny encryption algorithm), which is 

another lightweight cipher. The addition of extra layer helps us to reduce 

the PRESENT round from 31 to 25 which is the minimum round 

required for security. The efficiency of the proposed algorithm is 

increased by encrypting the key register. The proposed algorithm proves 

its superiority by analysing different software parameter analysis like 

N-gram, Non-Homogeneity, Frequency Distribution graph and 

Histogram. 

 
21ANSP_CR09 Biometric Behavior Authentication Exploiting Propagation 

Characteristics of Wireless Channel 

 

Massive expansion of wireless body area networks (WBANs) in the 

field of health monitoring applications has given rise to the generation 
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of huge amount of biomedical data. Ensuring privacy and security of 

this very personal data serves as a major hurdle in the development of 

these systems. An effective and energy friendly authentication 

algorithm is, therefore, a necessary requirement for current WBANs. 

Conventional authentication algorithms are often implemented on 

higher levels of the Open System Interconnection model and require 

advanced software or major hardware up gradation. This paper 

investigates the implementation of a physical layer security algorithm 

as an alternative. The algorithm is based on the behavior fingerprint 

developed using the wireless channel characteristics. The usability of 

the algorithm is established through experimental results, which show 

that this authentication method is not only effective, but also very 

suitable for the energy-, resource-, and interface-limited WBAN 

medical applications. 

 
21ANSP_CR10 A Sustainable Solution to Support Data Security in High Bandwidth 

Healthcare Remote Locations by using TCP CUBIC Mechanism 

 

Long distance high bandwidth networks are spanning several continents 

and many remote Healthcare centers are centralizing their data centers 

for economic reasons. For the best performance of their data centers, 

TCP (Transmission Control Protocol) performance and data security are 

the main critical issues in these network scenarios. TCP performance is 

directly related to its congestion control mechanism which is 

responsible for detecting and reacting to the overload traffic on the 

network. Data security is related to the security mechanism being used 

by sender and receiver nodes during communication. Linux users, 

rapidly increased in last five years and most of the Healthcare data 

centers are being deployed on Linux operating system, focus the 

researchers to work on Linux to enhance its performance and security 

accordingly. Linux operating system uses TCP CUBIC as a congestion 

control mechanism with TCP during communication. TCP CUBIC 

became the default congestion control mechanism of Linux in 2006 after 

kernel 2.6.18. TCP CUBIC is fundamentally a loss based TCP 

congestion control mechanism and at each packet loss detection, it 

reduces its Congestion Window (cwnd) size 20% instead of 50% as in 

trademark congestion control mechanism Standard TCP. The aim of this 

paper is to design a new security mechanism that will work with TCP 
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CUBIC to achieve the maximum possible performance and security 

over the network link. In this paper, Network Simulator 2 (NS-2) is used 

to compare the performance of TCP CUBIC with state-of-the-art 

mechanisms in long and short Round Trip Time (RTT), high bandwidth 

network scenarios. Results show that when new security mechanism is 

used with TCP CUBIC, overall better performance in the form of 

protocol fairness, TCP friendliness, good put and convergence time is 

achieved over the network link 

21ANSP_CR11 A Distributed Service Framework for the Internet of Things 

 

This paper introduces DSF, a Distributed Service Framework 

supporting development, and deployment of trustworthy and privacy-

preserving distributed Internet of Things (IoT) and Industrial IoT (IIoT) 

applications. DSF provides a common protocol and infrastructure for 

secure service specification, registration, discovery, publishing, and 

subscription, over insecure public networks, and introduces 

mechanisms for service replication, supporting dynamic scalability of 

services, and delegation, allowing use on embedded and resource-

constrained devices. DSF is an open protocol, with an open-source 

implementation including supporting library for application 

development, a command-line client for user interaction, and a daemon 

that manages services and data. DSF is qualitatively evaluated against 

existing approaches to developing distributed applications and common 

technologies used in the IIoT context and demonstrated through the 

development of an IIoT scenario. 
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21ANSP_CR12 Avoiding Phishing Attack on Online Voting System Using Visual 

Cryptography 

 

The main aim of using visual cryptography in voting system is to give 

provision for casting vote for internal decisions in an organization. It is 

flexible enough to cast vote from remote places. Election is a total 

confidential process and is held with maximum secrecy. Hence, we have 

proposed an online voting system for Maharashtra Carrom Association 

where members can cast their vote with their computers, and laptops. 

To maintain the security we are using CAPTCHA code and Image Share 

technology. The proposed method offers anonymity of voter identity, 

while keeping the votes private, and the election transparent and secure. 

21ANSP_CR13 Copyright Protection for Online Text Information 

 

Information and security are interdependent elements. Information 

security has evolved to be a matter of global interest and to achieve this; 

it requires tools, policies and assurance of technologies against any 

relevant security risks. Internet influx while providing a flexible means 

of sharing the online information economically has rapidly attracted 

countless writers. Text being an important constituent of online 

information sharing, creates a huge demand of intellectual copyright 

protection of text and web itself. Various visible watermarking 

techniques have been studied for text documents but few for web-based 

text. In this paper, web page watermarking and cryptography for online 

content copyrights protection is proposed utilizing the semantic and 

syntactic rules using HTML (Hypertext Markup Language) and is tested 

for English and Arabic languages. 

 
 


